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1 Web Page Reference
(HG8145V5/HG8245HS5/HG8247THS/HG8240TS/HG8141A5)

This topic describes the usage and meanings of the parameters on the web page.

Before configuring and viewing the parameters on the web page, log in to the web page. For details about how to log in to the web page, see Locally
Logging_in to the Web Interface.

The web page of the HG8145V5/HG8245H5/HG8247THS5/HG8240T5/HG8141AS5 varies according to ONT capability sets. For bridging-type ONTs,
GUIs for Layer 3 and voice configurations are not supported. For ONTs without Wi-Fi interfaces, GUIs for wireless network configurations are not
supported. For details on ONT capability sets, refer to Reference of GPON ONT Capability Sets. This topic uses figures of the HG8245HS accessed by the
administrator (telecomadmin) as examples. Different ONTs may have different screencaptures, actual screencaptures prevail.

Because different voice protocols, the Voice node contains different parameters. Only one of the SIP and H.248 protocols can be supported at a time.
Which protocol is supported depends on the ONT used.

The configuration window for an administrator is different from that for a common user.

¢ Compared with a common user, an administrator has permissions to view and configure all parameters on the web page. A common user can
configure and query some nodes and parameters and the queried information is less than that queried by an administrator. This topic lists
different nodes queried by a common user. For details, see the web page for a common user.

Locally Logging_in to the Web Interface
Fast Setting

Home Page

One-click Diagnosis

System Information

Advanced Configuration

Parent Topic: Maintenance and Troubleshooting
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< Previous topic Next topic >

1.1 Locally Logging in to the Web Interface

This topic describes the data plan and procedure for logging in to the web configuration interface.

Context
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Before setting up the configuration environment, ensure that data information listed in Table 1 is available.

Table 1 Data plan

Item Description

User name and password Default settings:
» Administrator (installation and maintenance personnel):

= User name: telecomadmin
» Password: admintelecom

NOTE:

o After logging in to the web page, if you do not perform any operations within
five minute, you will be locked out and return back to the login interface.
Then, You can unlock the account by entering the login user name and
password.

¢ Three times within five minutes the user name and password input error, the
system is locked and unlocked automatically after one minute.

¢ Modify the password through the BMS.

¢ Certain carriers may customize accounts and passwords, which are different
from the default accounts and passwords listed in the preceding. For details,
contact the corresponding carrier.

NOTE:

¢ Please change the initial password to ensure administrator account security.

¢ Do not provide terminal users with the password of the administrator account.
The administrator account is used by the carrier for O&M. If a terminal user
uses the administrator account, service parameters may be incorrectly
modified and services may be affected.

Common user (terminal user):

= User name: root
= Password: adminHW

NOTE:

¢ The common user account can be used to query the service status. For ONTs
that support Wi-Fi and the USB storage function, the common user account
can be used to configure services such as Wi-Fi and home sharing.

o After logging in to the web page, if you do not perform any operations within
five minute, you will be locked out and return back to the login interface.
Then, You can unlock the account by entering the login user name and
password.

o Three times the user name and password input error, the system is locked and
unlocked automatically after one minute.

¢ Modify the password through the Web.

« Certain carriers may customize accounts and passwords, which are different
from the default accounts and passwords listed in the preceding. For details,
contact the corresponding carrier.

NOTE:

Change the initial password after common users log in to the web page.

LAN IP address and subnet mask Default settings:

o [P address: 192.168.100.1
e Subnet mask: 255.255.255.0

IP address and subnet mask of the PC Configure the IP address of the PC to be in the same subnet as the LAN IP
address of the ONT.

For example:
e [P address: 192.168.100.100
e Subnet mask: 255.255.255.0

Procedure

1. Use a network cable to connect the LAN port of the ONT to a PC.

2. Ensure that the Internet Explorer (IE) of the PC does not use the proxy server. The following section considers IE 6.0 as an example to
describe how to check whether the IE uses the proxy server.

a. Start the IE, and choose ToolsInternet Options from the main menu of the IE window. Then, the Internet Options interface is
displayed.

b. In the Internet Options interface, click the Connections tab, and then click LAN settings.

c. In the Proxy server area, ensure that the Use a proxy server for your LAN (These settings will not apply to dial-up or VPN
connections). check box is not selected (that is, without the "\" sign). If the check box is selected, deselect it, and then click OK.

3. Set the IP address and subnet mask of the PC. For details, see Table 1.

4. Log in to the Web configuration interface.

a. Enter http://192.168.100.1 in the address bar of IE (192.168.100.1 is the default IP address of the ONT), and then press Enter to
display the login interface, as shown in Figure 1.
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Figure 1 Login interface

Welcome to Huawei web page for network configuration.

(L NoTE:

The web page login supports SSL3.0, TLS1.0, TLS1.1, and TLS1.2. It is recommended that you use high-security TLS1.1 or TLS1.2 if you log in to the
ONT using https. The TCP port 80 is used for listening for HTTPS packets. You need to type "https://192.168.100.1:80" in the address bar of IE and press
Enter to log in to the ONT.

b. In the login interface, enter the use name and password. For details about default settings of the user name and password, see Table
1. After the password authentication is passed, the Web configuration interface is displayed.

Parent TOpiC: Web Page Reference (HG8145V5/HG8245H5/HG8247H5/HG8240T5/HG8141A5)
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1.2 Fast Setting

This topic describes how to quickly set an ONT.
Administrator

() NOTE:

¢ Only the ONT web page supports ONT WAN configurations.
¢ For methods of setting ONT Authentication and WAN Configuration, see ONT Authentication and WAN Configuration.

Common User

(8] NOTE:

¢ When the root user logs in to the ONT web page for the first time, this page is displayed. In other cases, you need to click Fast Setting on the upper right corner of the
Home Page to go to this page.
¢ For detailed account management operations, see Account Management.

Parent Topic: Web Page Reference (HG8145V5/HG8245H5/HG8247H5/HG8240T5/HG8141A5)
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< Previous topic Next topic >

1.3 Home Page

This topic describes the ONT common configurations, such as Wi-Fi configuration, home sharing, and network status query.
Auxiliary buttons (such as Fast Setting, and admin) on the upper right corner of the page can guide you to different pages.

Parent Topic: Web Page Reference (HG8145V5/HG8245H5/HG8247H5/HG8240T5/HG8141A5)
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1.4 One-click Diagnosis

This topic describes how to quickly diagnose ONT network faults.

1. Choose One-click Diagnose from the navigation tree on the left panel. Then click One-click Diagnose on the right panel to diagnose the
network status, as shown in Figure 1.
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Figure 1 One-click diagnosis

This diagnosis method applies for only a professional engineer and it affects data senvices.
Therefore, exercise caution when you use this diagnosis method.

One-Click Diagnosis

2. Figure 2 shows the diagnosis results.

Figure 2 Diagnosis result

>

Diagnose again

The diagnosis result is abnormal. Handle the abnormality!

Password strength Internet connection status

User password strength  Low This aptical path is abnormal. Check aptical
fiber connections.

Wi-Fi password strength  Low Registration with the OLT failed. Check

registration parameters.

Internet connection is abnormal

o Hardware status Voice service status

4) Hardware is normal Portl:Mo vaice service configured
PortZioice netwerk connection is abnarmal

tJ NoTE:
This diagnosis method applies for only a professional engineer and it affects data services. Therefore, exercise caution when you use this diagnosis method.

If you need to re-diagnose the faults, click Diagnose again.

Parent Topic: Web Page Reference (HG8145V5/HG8245H5/HG8247H5/HG8240T5/HG8141A5)

Copyright © Huawei Technologies Co., Ltd.
Copyright © Huawei Technologies Co., Ltd.

< Previous topic Next topic >

1.5 System Information
This topic describes how to query the information about the ONT, including ETH port information, optical information, and user device information
through the Web page.

Device Information

WAN Information

Optical Information

Service Provisioning_Status

VolP Information
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Eth Port Information
WLAN Information

Home Network Information

Parent Topic: Web Page Reference (HG8145V5/HG8245H5/HG8247H5/HG8240T5/HG8141A5)
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1.5.1 Device Information

In the navigation tree on the left, choose System Information > Device Information. In the pane on the right, you can view the product name,
hardware version, and software version, as shown in Figure 1.

Figure 1 Device Information

Device Information
Onthis page, you can view basic device infarmation.

Basic Information

Device Type:

Description: Echaolife GPON Terminal {CLASS B +/WIFI+/PRODUCT
SN:

Hardware Version:

Software Version: V5

Manufacture Info: 2150083649EGJ4000178.0402
SOtI‘:;FuI;{:egl'stratl'on O3iSerial-Number state)
ONT ID: 255

CPU Usage: A7%

Memory Usage: 58%

Custom Info: COMMON

System Time: 2018-05-09 104946 +00:00

Extended Information

Device alias:

The administrator uses the initial password. If you want to change this password, please contact
the telecom carrfer. For details about how to change the passwaord, see the Security Maintenance
from httpyffsupporthuawei.com.

Parent Topic: System Information
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1.5.2 WAN Information

In the navigation tree on the left, choose System Information > WAN Information. In the pane on the right, you can view the status of the WAN
interface, mode of obtaining an IP address, IP address, and subnet mask, as shown in Figure 1
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Figure 1 WAN Information

WAN Information

0n this page, you can gquery the connection and line status of the WAk port.

IPv4 Information(Click the form for details)
WAN Name Status

2 _TROGS_INTERNET_R_VID_10 Disconnected

WAN Information

MAC Address: O0EQFC:O0:

WLAN: 10

Paolicy: Use the specified value
Priarity: 0

NAT: Enable

IF Acquisition Mode: DHCP

IF Address/Subnet Mask: --

Gateway: --

DNS Servers: -

Leasa Time: --

Remain Lease: --
NTP Servers: --
Time Zone Info: --
SIP Servers: --
Stafic Route: --

Vendor Info: -

Online Duration
{dd:hhimm:ss):

HedEx Startpage

YLAN/Priarity

10/0

Conneact

AlwaysOn

(N} NOTE:

Click a record in the WAN list, You can view more detailed information by clicking a record in the WAN list.

If Encapsulation Mode is set to PPPoE and Dialing method is selected as Manual on the WAN Configuration WebPage, you can click Connected link to connect the current
WAN port, click disconnected link to disconnect the current WAN port.

Parent Topic: System Information
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1.5.3 Optical Information

In the navigation tree on the left, choose System Information > Optical Information. In the pane on the right, you can view the optical status,

transmit optical power, receive optical power of the optical module, as shown in Figure 1.
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Figure 1 Optical Information

Optical Information
On this page, you can gquery the status ofthe optical module.

ONT Information

Current Value Reference Value
Optical Signal Sending Status: -- Auto
TX Optical Power: -- dBm 0.5t 5dBm
RX Optical Power: --dBm -27 to -8 dBm
Working Woltage: 3300 MV 3100 to 3500 my
Bias Current: 0maA 0 to 80 mA
Working Temperature: 43 °C -10to +85 °C
OLT Information

Current Value Reference Value
Optical module type: -- --
Transmit optical power: -- dBm --

POM port identifier: -- -

Parent Topic: System Information

Copyright © Huawei Technologies Co., Ltd.
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1.5.4 Service Provisioning Status

Click the System Information tab, and choose Service Provisioning Status from the navigation tree on the left. In the right pane, the ONT service
provisioning status is displayed, as shown in Figure 1.

Figure 1 Service Provisioning Status
Service Provisioning Status

Onthis page, you can gquery the serice provisioning status.

OMNT Registration
Status:

OLT Service
Configuration Status:
EMS Configuration
Status:

Obtaining the status. Please wait.

ACS Registration Status: --

Parent Topic: System Information
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1.5.5 VoIP Information

In the navigation tree on the left, choose System Information > VoIP Information. Then, in the pane on the right, you can query the information such

as user status and call status. The SIP configuration page is slightly different from the H.248 configuration page, as shown in Figure 1 and Figure 2.
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Figure 1 VoIP Information - SIP

VoIP Information

User Name Associated

No. URI (Phone Number) | POTS Port User Status Call Status Registry Error Error Code
1 -- J7730020 2 Registering Idle The ONU is offline --
2 | -- | +B8B75577730010 2 Registering Idle The ONU is offline --

Restart VoIP

Figure 2 VoIP Information - H.248

VoIP Information

No. Physical TID Phone Number =292 .o\ Status Call Status Interface Status  Registry E
o. ysica one umoer BOTS Port ser atus La atus Interrace atus egistry Error
1 AD -- 1 Registering  Idle Closed The ONU is offline
2 -- -- 2 Initializing Idle Closed The ONU is offline

Restart VoIP

If the VoIP service needs to be restarted, click Restart VoIP in the pane on the right.
Parent Topic: System Information
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1.5.6 Eth Port Information

In the navigation tree on the left, choose System Information > Eth Port Information. In the pane on the right, you can view the duplex mode, speed,
and status of the ETH port, as shown in Figure 1.

Figure 1 Eth Port Information
Eth Port Information

On this page, you can gquerny the user-side Ethernet port information.

Ethernet Port Status

Status Receive (R¥) Transmit (Tx)
Port
hMode Speed Link Bytes Packets Bytes Packets
1 -- -- Down 0 ] 193250 1680

2 Full-duplex 1000 Mbit/s Up 2401372 16064 29226429 27802
3 -- -- Down 0 0 193250 1690

4 -- -- Down 0 0 193250 1680

Parent Topic: System Information
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1.5.7 WLAN Information

In the navigation tree on the left, choose System Information > WLAN Information. Then, in the pane on the right, you can query the information
such as Wi-Fi port status, Wi-Fi packet statistics, and SSID, as shown in Figure 1.
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Figure 1 WLAN Information

WLAN Information

Onthis page, you can gquery the WLARM information, WLAMN packet statistics, and SSI0 information.

WILAN Info
WLANM Status: Enabled
WLAN Channel: B

WILAN Packet Statistics

csID Receive (R¥) Transmit {TH)
Ind SSID Mame
naex Bytes Packets Error Discarded Bytes Packets Error Discarded
1 WirelessNet 0 0 0 0 862114 5084 O 5004
SSID Information

SSID Index SSID Name  Security Configuration Authentication hMode Encryption Mode

1 WirelessNet Configured WPAMPAZ PreSharedKey TKIP&AES

5TA Information
Query
Number of STAs : 0

MAC | SSID | Connection Sending  Receiving Signal Noise Slgnal—to.— Slgn:al
Pl e PuiEEe () Rate Rate Strength (dBm) Nojse Ratio Quality
{Mbit/s {Mbit/s) {dBmy) {cB} {cdBm)
Neighboring AP Information
Query Mote: querying the neighboring AP information may discannect all STA connections.
Signal . Beacon N . Ml ax.
SEID MAC Metwork Noise DTIM ., Authentication Warking
Name Address  Type Clhetitel Siiretigity {dBm) Interval Paified Mode Mode s
P (dBm) (ms) (Mbitfs)

STA Event Log

Download Log File

1981-01-01 00:00:47 [24G] [vap(] {dmac_config_down_vap: WLAN DOWMN success)
1981-01-01 00:00:49 [2.4G] [wapQ] {dmac_config_start_wap:z WLAN UP success)}
1981-01-01 00:00:49 [24G] [vap0] wal_char_switch_reportipre_chan=0 new_chan="5 reason=1 chip_inde

Parent Topic: System Information
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1.5.8 Home Network Information
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Click the System Information tab, and choose Home Network Information from the navigation tree on the left. In the right pane, check the device
status, statistical information, and neighbor AP information of external APs in the WiFi network, as shown in the figure below.

Figure 1 Smart WiFi Coverage
Home Network Information

On this page, you can guery the device status, statistical infarmation, and neighbor AP infarmation in the WiFi network,

A

ﬁ MACO0:ENFC00:00 0

Information About the Selected External AP

Serial Hardwiare Software Cnline Frequency SSID

Model
Mumtber Vearsion Version Duration Band Connection

Frequency Band of the Selected External AP

Devices Associated with External APs Neighbor

Exct | APs WIF Statisti
External APs Information HIErN Al Ars WIT Statistics

Recelving  Sending Signal Noice Sianal-to- Signal

Rate Rate Strength (dBrm) Noise Ratio  Quality
{Mbit/sy (Mbitfs) {dBm) {dB) {dBmy

SSID MAC  Connection
Mame Address Duration {s)

Parent Topic: System Information
Copyright © Huawei Technologies Co., Ltd.
Copyright © Huawei Technologies Co., Ltd.

< Previous topic

1.6 Advanced Configuration

This topic describes how to configure functions through the Web page, including LAN or WAN Configuration, Security Configuration, and so on.

WAN Configuration

LAN Configuration

Security Configuration

Route

Forward Rules
Application

WLAN

Voice

System Management

Maintenance Diagnose

Parent TOpiC: Web Page Reference (HG8145V5/HG8245H5/HG8247H5/HG8240T5/HG8141A5)
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< Previous topic

1.6.1 WAN Configuration

This topic describes how to configure the WAN interface through the Web page.

WAN Configuration
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1.6.1.1 WAN Configuration

¢ WAN Configuration - route

1. In the navigation tree on the left, choose Advanced Configuration > WAN Configuration. In the pane on the right, click New. In

the dialog box that is displayed, set Mode to Route WAN, as shown in Figure 1 and Figure 2.

Figure 1 WAN Configuration - route(IPv4)

WAN Configuration

Onthis page, you can configure WAR port parameters. A home gateway communicates with an upper-layer device
through the YWwak port. During the communication, Wk port parameters must be consistent with upper-layver device

parameters.
New Delete
Connection Name
1. TROGY_INTERNET_RMD_1001

Basic Information
Enable WAN: e
Encapsulation Mode: IPoE ® PPFPoE
Frotocol Type: IPvd v
WAN Mode: Route '"WAN v
Service Type: TROGS_IMTERNET v
Enable VLAN: 0
WVLAN ID: 1001 *(1-4084)
802.1p Policy: Use the specified walu ¥
802.1p: 0 v
MRU: 1492 (1-1540)
User Name: jadtest@pppoe
Password: crennes

Enable LCP Detection:
Binding Cptions:

[Pvd Information

IP Acquisition Mode:

Enable NAT:

NAT type:

Enable DNS Owerride:

Multicast VLAN 1D:

VLAN/Priority

100150

LANLT © LANZ = LAN3 = LAN4
#5501 - 5SIDZ2 0 SSID3 o SSIDd

Static ~ DHCP ® PPPoE

rd

Port-restricted cone M ¥

Protocol Type

IPvd

(0-4094; 0 indicates untagged VLAN.)

Cancel
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Figure 2 WAN Configuration - route(IPv6)

WAN Configuration

Onthis page, you can configure WA port parameters. A home gateway communicates with an upper-layer device

through the YWakl part. During

the communication, Wik port parameters must be consistent with upper-layer device

parameters.
Mew Celete
Connection Name VLAN/Priority Protocol Type
1 INTERNET_R_WVID_10 10/0 IPvd
Basic Information
Enable WAN: 0
Encapsulation Mode: *1PoE “PPPoE
Protocol Type: IPvk v
WAN Mode: Route WAN v
Senvice Type: INTERNET v
Enable VLAN: e
WYLAN ID: 10 F(1-4094)
B02.1p Folicy: Use the specified walu ¥
802.1p: 0 v
MTU: 1500 (1280-1340)
Binding Options: LANL - LANZ - LANS - LANA
<S5ID1 O SSID2 | ssID3 o ssIDg
[Pvb Information
e Acuen % DHCPVG-PD © Static © None
IP Acquisition Mode: DHCPG ® Automatic © Static © Mone
Frefix Mask: TPwh address/od)
Multicast VLAN 1D (0-4094; 0 indicates untagged VLAN.)
DS-Lite Working Mode: @ Off O Automatic © Static
AFTR Name:
Cancel

2. Click Apply.

All data associated with the WAN will be deleted after you delete the WAN port configuration. Exercise caution when you perform this operation.

Table 1 describes the parameters related to the WAN in route mode.

Table 1 Parameters related to the WAN in route mode

Parameter

Description

Enable WAN Connection

Indicates whether to enable the WAN connection.

Encapsulation Mode

Indicates the encapsulation mode of a WAN interface. It can be set to IPOE or PPPoE.

Protocol Type

Indicates the protocol type of a WAN interface. It can be set to IPv4, IPv6, or IPv4/IPv6 dual stack.

Mode

Indicates the WAN interface mode. It can be set to Bridge WAN or Route WAN.

Service List

Indicates the service type of the WAN interface. It can be set to TR069, INTERNET, TR069_INTERNET,
VOIP, TR069_VOIP, VOIP_INTERNET, TR069_VOIP_INTERNET, IPTV, OTHER, VOIP_IPTV,
TRO069_IPTV or TR069_VOIP_IPTV.

Enable VLAN

Selects this check box to set VLAN ID and 802.1p priority.

VLAN ID

Indicates the VLAN ID. It ranges from 1 to 4094.
The VLAN ID must be the same as the C-VLAN ID on the OLT.
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Parameter Description

802.1p policy Indicates the 802.1p priority policy.

« Use specified value: indicates that a specified priority value is used. If you select this option, you need
to set the 802.1p parameter.

e Copy from IP precedence: indicates that the priority is copied from the ToS field in the IP header of the
user-side packets. If the received packet is not an IP packet or the packet does not carry the 802.1p
priority, the default 802.1p priority is used. If you select this option, you need to set the Default 802.1p
parameter.

« Dscp Pbit Mapping: indicates the priority displayed in the DSCP to 802.1p mapping table. The DSCP
field is in the IP header of the user-side packets. If the received packet is not an IP packet or the packet
does not carry the 802.1p priority, the default 802.1p priority is used. If you select this option, you need
to set the Default 802.1p parameter.

MTU Indicates the maximum transmission unit (MTU) of IPoE packets. This parameter needs to be set only when
Encapsulation Mode is set to IPoE.

MRU Indicates the maximum receive unit (MRU) of PPPoE packets. This parameter needs to be set only when
Encapsulation Mode is set to PPPoE.

User name Indicates the user name that is used for PPPoE dialup. This user name must be the same as that configured on the
BRAS. This parameter needs to be set only when Encapsulation Mode is set to PPPoE.

Password Indicates the password that is used for PPPoE dialup. This password must be the same as that configured on the
BRAS. This parameter needs to be set only when Encapsulation Mode is set to PPPoE.

Enable LCP detection This parameter needs to be set only when Encapsulation Mode is set to PPPoE.

« If you select this option, the LCP detection function is enabled. When the local LCP request times out
and no response is received, the system will detect LCP requests from the peer and considers the link
normal if the LCP request is detected.

« If you do not select this option, the LCP detection function is disabled. When the local LCP request
times out and no response is received, the system does not detect LCP requests from the peer and
considers the link abnormal.

Binding options Used to bind the WAN interface to the LAN port or to the wireless SSID.

NOTE:

Before setting the binding options, set the work mode of the LAN port to route or set the wireless SSID. The binding options
can be set only after the work mode or wireless SSID is successfully set. For details, see Layer 2/3 Port Configuration, 2.4G
Basic Network Settings and 5G Basic Network Settings.

IPv4 Information

IP Acquisition Mode Indicates the mode of obtaining an IPv4 address on the ONT. It can be set to DHCP, Static, or PPPoE.
If the encapsulation mode is set to IPoE, this parameter can be set to DHCP or Static. If the encapsulation mode
is set to PPPoE, this parameter can be set to only PPPoE.
o In DHCP mode, the IP address is dynamically obtained.
« In static mode, the IP address is set statically. You need to enter the IP address, subnet mask, IP
addresses of the active and standby DNS servers, and default gateway.
o In PPPoE mode, you need to enter the user name and password.

Enable NAT Indicates whether to enable the NAT function.

NAT type Specifies the NAT type. It can be set to Port-restricted cone NAT or Full-cone NAT. This parameter is
configurable only if the NAT function is enabled.

o Port-restricted cone NAT: After an internal address A is mapped to an external address B, an external
host can send packets to A by sending packets to B only if A has previously sent a packet to the host.
The source IP and port number in the message sent by the host must be the same as the destination IP
and port number in the previous message sent by A.

¢ Full-cone NAT: After an internal address A is mapped to an external address B, any external host can
send packets to A by sending packets to B.

Dial Method Indicates the PPPoE dialup method. It can be set to Auto, Manual, or On Demand.

Multicast VLAN ID Indicates the multicast VLAN ID, ranging from 1 to 4094.
The multicast VLAN ID must be the same as the multicast VLAN ID on the OLT.

Vendor ID Sets the option 60 field on the DHCP client. The IP address can be obtained from the DHCP server only when
the option 60 field is the same as the setting on the upper-layer DHCP server. When IP Acquisition Mode is set
to DHCP, this parameter is configurable.

User ID Adds the Option 61 information to the DHCP packet for a WAN port request. This parameter is used to identify a
WAN port uniquely in a customer's network management domain. This parameter is configurable when IP
acquisition mode is set to DHCP.

IPv6 Information

Prefix Acquisition Mode Indicates the prefix acquisition mode. It can be set to DHCP-PD, Static, or None.

o DHCPv6-PD: When the parameter is set to DHCPv6-PD, the BRAS assigns a prefix to the ONT in
DHCPv6 mode.

o Static: When the parameter is set to Static, you need to manually enter a prefix.

e None: When the parameter is set to None, no prefix is obtained.

o If this parameter is set to RA or Auto in an earlier version, its value will be automatically changed to
DHCPv6-PD automatically after the version is upgraded to V300R019C00&V500R019C00.
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Parameter

Description

IP Acquisition Mode

Indicates the IP acquisition mode. It can be set to DHCPv6, Automatic, Static, or None.

« Ifthis parameter is set to Automatic, you need to make the prefix mask 64-bit long.

The prefix mask length of the IPv6 address is similar to the subnet mask of the IPv4 address.
« If this parameter is set to Static, you need to enter the IP address, primary DNS server, and secondary
DNS server.
The ONT address mode can be Numbered or Unnumbered. When the address mode is Numbered, the ONT
WAN port has its own IPv6 GUA address. When the address mode is Unnumbered, the ONT WAN port has an
LLA address but no GUA address, which is not good for network management and fault location. Therefore, the
Numbered mode is recommended.
e When the Numbered mode is used, the setting of IP Acquisition Mode is as follows:
= When M=1 is set for the RA packet on the BRAS, IP addresses are obtained in DHCPv6
mode on the WAN side. Then, IP acquisition mode can be set to DHCPv6 or Automatic.
Automatic is recommended.
= When M=0 is set for the RA packet on the BRAS, IP addresses are obtained in ND (stateless
address allocation) mode on the WAN side. Then, IP acquisition mode can be set to
Automatic.

e When the Unnumbered mode is used, IP acquisition mode is set to None.

Multicast VLAN ID

The multicast VLAN ID ranges from 1 to 4094.
The multicast VLAN ID must be the same as the multicast VLAN ID on the OLT.

DSLite work mode

Indicates that the IPv4 packet is encapsulated into the IPv6 packet and transmitted through IPv6 tunnel. This
work mode is only enabled for the DS-Lite solution.
o Off: Indicates the DSLite work mode is disabled.
o Auto: Indicates that the IP address and domain name of the peer device at the tunnel are automatically
obtained using RA or DHCP protocol.
o Static: Indicates that the IP address and domain name information of the peer device at the tunnel are
manually entered. When this mode is used, you need to enter the AFTR domain name which must be
consistent with that on the BRAS.

AFTR name

Indicates the IP address or domain name of the peer device at the tunnel. AFTR is short for address family
transition router.

¢ WAN Configuration - bridge

1. In the navigation tree on the left, choose Advanced Configuration > WAN Configuration. In the pane on the right, click New. In
the dialog box that is displayed, set Mode to Bridge WAN, as shown in Figure 3.
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Figure 3 WAN Configuration - bridge

WAN Configuration

Onthis page, you ca

nconfigure YWARM port parameters. A home gateway communicates with an upper-layer device

through the YWaR part. During the communication, WAk port parameters must be consistent with upper-layer device

parameters.
Mew Celete
Connection Name VLAN/Priority Protocol Type
1INTERNET_R_VID_10 10/0 [Pv6
Basic Information
Enable WAN: 0
Encapsulation Mode: *1PoE “PPPoE
Protocol Type: IPvd v
WAN Mode: Bridge WAN v
Senvice Type: INTERNET v
Enable VLAN: e
YLAN ID: 10 *(1-4084)
B02.1p Folicy: Use the specified walu ¥
802.1p: 0 v
Binding Options: LANL - LANZ - LANS © LANA
<1S8ID1 0 S8ID2 - SSID3 1 ssID4

IPvd Information

Multicast WLAN I

2. Click Apply.

O (0-4094; 0 indicates untagged VLAN.)

Cancel

Apply

Table 2 describes the parameters related to the WAN in bridge mode.

Table 2 Parameters related to the WAN in bridge mode

Parameter

Description

Enable WAN Connection

Indicates whether to enable the WAN connection.

Encapsulation Mode

Indicates the encapsulation mode of a WAN interface. It can be set to IPoE or PPPoE.

Protocol Type

Indicates the protocol type of a WAN interface. It can be set to IPv4, IPv6, or IPv4/IPv6 dual stack.

Mode

Indicates the WAN interface mode. It can be set to Bridge WAN or Route WAN.

Service List

Indicates the service type of the WAN interface. It is always set to INTERNET.

Enable VLAN

Selects this check box to set VLAN ID and 802.1p priority.

VLAN ID

Indicates the VLAN ID. It ranges from 1 to 4094.
The VLAN ID must be the same as the C-VLAN ID on the OLT.

802.1p policy

Indicates the 802.1p priority policy.

« Use specified value: indicates that a specified priority value is used. If you select this option, you need to set the

802.1p parameter.

Copy from IP precedence: indicates that the priority is copied from the ToS field in the IP header of the user-
side packets. If the received packet is not an IP packet or the packet does not carry the 802.1p priority, the
default 802.1p priority is used. If you select this option, you need to set the Default 802.1p parameter.

the IP header of the user-side packets. If the received packet is not an IP packet or the packet does not carry the
802.1p priority, the default 802.1p priority is used. If you select this option, you need to set the Default 802.1p
parameter.

Dscp Pbit Mapping: indicates the priority displayed in the DSCP to 802.1p mapping table. The DSCP field is in

Binding options

Used to bind the WAN interface to the LAN port or to the wireless SSID.

NOTE:

Before setting the binding options, set the work mode of the LAN port to route or set the wireless SSID. The binding options can be
set only after the work mode or wireless SSID is successfully set. For details, see Layer 2/3 Port Configuration, 2.4G Basic Network
Settings and 5G Basic Network Settings.
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Parameter Description
Multicast VLAN ID The multicast VLAN ID ranges from 1 to 4094.
The multicast VLAN ID must be the same as the multicast VLAN ID on the OLT.

(A8 NOTE:

¢ WAN in route mode: The ONT functions as a gateway. The IP address of the ONT can be obtained through DHCP, Static, or PPPoE. The IP address of the PC connected to
the ONT can be obtained from the DHCP address pool of the ONT or can be set manually.

¢ WAN in bridge mode: The ONT functions as a relay and does not process data. The ONT does not obtain the IP address allocated by the upper-layer device and it does not
allow manual configuration of a static IP address. The IP address of the device connected to the ONT can be obtained through DHCP, PPPoE, or static.

¢ In the case of the DHCP mode, you need to set the DHCP relay. After configuration is complete, the user-side IP address is obtained from the upper-layer device. For the
detailed procedure, see DHCP Server Configuration.

¢ In the case of the PPPoE mode, the user-side IP address is obtained through PPPoE authentication of the upper-layer device.

Parent Topic: WAN Configuration
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1.6.2 LAN Configuration

This topic describes how to configure the LAN port or DHCP Parameters through the Web page.
Layer 2/3 Port Configuration
LAN Host Configuration

DHCP Server Configuration

DHCP Static IP_Configuration

DHCPv6 Server Configuration

DHCPv6 Static IP Configuration

DHCPV6 Information

Port Locating

Parent Topic: Advanced Configuration
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< Previous topic Next topic >

1.6.2.1 Layer 2/3 Port Configuration

1. In the navigation tree on the left, choose Advanced Configuration > LAN Configuration > Layer 2/3 Port Configuration. In the pane on
the right, determine whether the LAN port works in layer 3 mode, as shown in Figure 1.

Figure 1 Layer 2/3 Port Configuration

Layer 2/3 Port Configuration

0n this page, you can configure LAM ports as Laver 3 ports by selecting the caorresponding check hoxes. The Layer 3
ports will he assigned as HG ports.

4 LAN1 ¥ LANZ LAN3 LAN4

Cancel

() NOTE:

If the check box corresponding to the LAN port is selected, it indicates that the LAN port works in layer 3 mode, that is, the gateway mode; if the check box
corresponding to the LAN port is deselected, it indicates that the LAN port works in layer 2 mode, that is, the bridge mode.

By default, the check boxes corresponding to all LAN ports are deselected, that is, all LAN ports work in layer 2 mode.

2. Click Apply.

Parent Topic: LAN Configuration

Copyright © Huawei Technologies Co., Ltd.
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Next topic >

1.6.2.2 LAN Host Configuration

1. In the navigation tree on the left, choose Advanced Configuration > LAN Configuration > LAN Host Configuration. In the pane on the
right, set the management IP address of Primmary Address and Secondary Address, as shown in Figure 1.
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Figure 1 LAN host configuration

LAN Host Configuration

Onthis page, you can configure the LAM management IP address After changing the LAR management IP address,
ensure thatthe primary address pool on the DHCP server is inthe same subnet as the new LAN IP address. Otherwise,
the DHCP server does not function properlyAfter vou enahle the function of sending free ARP packets to the LAN side, the
device sends free ARP packets to the LAN side ifthe IP address ofthe PC orthe Ethernet port to which the PC connects
conflicts with the IP address of the LAN-side host.

Enable sending of free ARP
packets to the LAN:

Primary Address

Primary I[P Address: 192.168.100.1 *
Primary Address Subnet 955,955, 955.0 L,
M ask:

Secondary Address

Enable secondary address: &

IP Address: 192.168.2.1 *
Subnet Mask: 255.255.255.0 e
Cancel
m NOTE:

The IP address of the device connected to the LAN port must be in the same subnet as the management IP address. In this way, you can access an ONT through the Web

page and perform the query and management.

2. Click Apply.

Parent Topic: LAN Configuration
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1.6.2.3 DHCP Server Configuration

1. In the navigation tree on the left, choose Advanced Configuration > LAN Configuration > DHCP Server Configuration. In the pane on

the right, you can configure the LAN side DHCP address pool for the ONT that functions as a gateway. After the configuration, the PC
connected to the LAN port can automatically obtain an IP address from the address pool, as shown in Figure 1.
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Figure 1 DHCP Server Configuration

DHCP Server Configuration
On this page, you can configure DHCF server parameters for the LAN-side device to obtain IP addresses.

Primary Address Pool

Enable Primary DHCP
Server:

Enable DHCP Relay: <

v

Enable Option125: 2

LAN Host [P Address: 192.166.100.1

Subnet Mask: 255.255.255.0
L. .
CtartIP Address: 192.168.100.2 It must be in the same subnet as the [P address of
the LAMN host.)
EndIP Addrass: 192.168.100.254 *
Lease Time: 1 days ¥

Primary DNS Server:

Secondary DNS Senver:

Secondary Address Pool
Enable Secondary

v
DHCP Server:
IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0
Start IP Address: 192.168.2.2 *
EndIP Address: 192.168.2.254 d
Lease Time: 1 days ¥
Option B0z MSFT 5.0 *
Option 43:
NTP Server:

Primary DNS Server:

Secondary DNS Server:

Apply Cancel

2. Click Apply.

Table 1 describes the parameters related to the DHCP server.

Table 1 Parameters related to the DHCP server

Parameter Description

Enable primary DHCP server Indicates whether to enable the primary DHCP server. If the check box is
selected, you can set the primary DHCP server.

Enable DHCP L2 Relay Indicates whether to enable the DHCP L2 Relay.

The DHCP relay is a process in which cross-subnet forwarding of DHCP
broadcast packets is implemented between the DHCP client and the DHCP
server. In this manner, the DHCP clients in different physical subnets can obtain
IP addresses which are dynamically allocated from the same DHCP server.

« If Mode of the WAN port is Route, the IP address of the ONT is
obtained from upper-layer DHCP servers in different subnets and the
user-side IP addresses are obtained from the DHCP address pool of the
ONT.

» If Mode of the WAN port is Bridge, the ONT functions as a bridge. In
this way, the ONT does not have an IP address. The user-side IP
addresses are obtained from upper-layer DHCP servers in different

subnets.
Start IP Address Indicates the start IP address in the IP address pool on the primary DHCP server.
End IP Address Indicates the end IP address in the IP address pool on the active DHCP server.
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Parameter Description

Leased Time Indicates the lease time of the IP address pool on the active DHCP server.
Options: minute, hour, day, and week.

Enable secondary DHCP server Indicates whether to enable the secondary DHCP server. If the check box is
selected, you can set the secondary DHCP server.

IP Address Indicates the IP address of the secondary DHCP server.

Subnet Mask Indicates the subnet mask of the secondary DHCP server.

Start IP Address Indicates the start IP address in the IP address pool on the secondary DHCP
server.

End IP Address Indicates the end IP address in the IP address pool on the secondary DHCP
server.

Leased Time Indicates the lease time of the IP address pool on the secondary DHCP server.

Options: minute, hour, day, and week.

Option60 Indicates the option 60 field of the secondary DHCP server. A user-side DHCP
client can obtain an IP address from the IP address pool on the secondary DHCP
server only when the option 60 field carried by the user-side DHCP client is the
same as this setting.

Option43 Indicates the option 43 field of the secondary DHCP server, identifying a TFTP
server.

NTP Server Inputs the IP address of the NTP server.

Primary DNS Server Inputs the IP address of the primary DNS server.

Secondary DNS Server Inputs the IP address of the secondary DNS server.

Parent Topic: LAN Configuration
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1.6.2.4 DHCP Static IP Configuration

1. Click the Advanced Configuration > LAN Configuration tab, and choose DHCP Static IP Configuration from the navigation tree on the
left. In the right pane, click New. In the dialog box that is displayed, set MAC address and IP address, as shown in Figure 1.

Figure 1 DHCP Static IP Configuration

DHCP Static IP Configuration

COnthis page, you can configure the reserved IP address that is assigned through DHCP for the specified MAC address.

New Delete
MAC Address [P Address
MAT Address: (AMBBLCCDDEERFRF)
IP Address:
Cancel

2. Click Apply.

Parent Topic: LAN Configuration
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1.6.2.5 DHCPv6 Server Configuration

1. In the navigation tree on the left, choose Advanced Configuration > LAN Configuration tab, and choose DHCPv6 Server Configuration
from the navigation tree on the left. In the pane on the right, you can configure the LAN side address pool for the ONT that functions as a
gateway, as shown in Figure 1.
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Figure 1 DHCPv6 Server Configuration

DHCPv6 Server Configuration

Onthis page, you can configure IPvE-related feature parameters.

Interface Address Information

IPv6 Address:

Method of obtaining
prefixes:

Prefix:
Preferred period:
Valid period:

MTLU:

DNS Information

DMS source on the LAN
side:

Resource Allocation Information

Enable route
advertisement:

Enable DHCPvE server:

Resource allocation
mode:
Address/Prefix
Assignment Mode:
Other Information
Assignment Mode:

ULA information

ULA Mode:

2. Click Apply.

HedEx Startpage

fe&0xl [
Static configuration v
=/ mIPve address/n 1 <= n <= b4d)
3600 *iB00s to 4284967 295s)
7200 *(000s to 4294967 2955)
1472 *i1280-1500)
OMNS agent v
v
v
Manual v

DHCPve @ SLAAC
® DHCPvE ) SLAAC
Cisabled v

Cancel

Table 1 lists the DHCPv6 Server Configuration parameters.

Table 1 DHCPv6 Server Configuration parameters

Parameters

Description

IPv6 address

Indicates the management IP address of IPv6. The default value is fe80::1. To configure the management IP address
for IPv4, choose LAN > LAN Host Configuration.

Parent prefix

Indicates the parent prefix source. Usually an Internet-type WAN port is used as the parent prefix source. By default,
the first created IPv6 Internet WAN port is used as the parent prefix source. If the value is left empty, no prefix will be
obtained, which may result in service unavailability.

Child prefix mask

Used for LAN IP address allocation. This parameter needs to be configured when the obtained prefix is shorter than 64
bits. For example, if the obtained prefix is 2001:db8:2222::/48, and the child prefix mask value is set to
2001:db8:1:3333::/64, the generated IPv6 address prefix is2001:db8:2222:3333::/64.

Address/Prefix assignment mode

Indicates the address/prefix assignment mode. It can be set to DHCPv6 or stateless address autoconfiguration
(SLAAC). When it is set to SLAAC, ULA Mode must be set.

« DHCPvV6: indicates that the LAN-side host obtains addresses in DHCPv6 mode.

« SLAAC: indicates that the LAN-side host obtains addresses in ND mode. In SLAAC mode, the host
automatically configures addresses. The address information contains the prefix advertised by the local
router and the interface identifier of the host. If there is no router on the link, the host has to automatically
configure the link local address to communicate with local nodes.

Other information assignment mode

Indicates the assignment mode of other information. Other information refers to the IPv6 address in payloads of
packets such as DNS packets.

« DHCPV6: indicates that the address is obtained in DHCPv6 mode.

« SLAAC: indicates that the address is obtained in ND mode.
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Parameters Description

ULA Mode Indicates the unique local IPv6 address (ULA) mode. A ULA address starts with a prefix fd. Similar to a reserved IPv4
address, the reserved IPv6 address is used for private purpose. This is to ensure protocol consistency.

This parameter can be set to Manual, Automatic, or Prohibit. Prohibit is recommended.

o Prohibit: This function is disabled.

o Automatic: The system automatically assigns addresses.

e Manual: The address needs to be entered. If this option is selected, Prefix, Prefix Length, Preferred
Lifetime, and Valid Lifetime also need to be set.

Prefix Indicates the network address space. IPv6 uses a prefix to indicate the network address space. For example,
2001:db8:e000::/48 indicates an address space with a 48-bit prefix.

Prefix Length Indicates the prefix length, which is a decimal value. It specifies the number of left-most bits used to form a prefix in
an address. The address prefix is expressed in the "IPv6 address/prefix length" format. For example,
2001:db8:e000::/48 indicates an address space with a 48-bit prefix.

Preferred Lifetime Indicates the period of time for which a valid address is in the preferred state. When the preferred lifetime expires, the
address becomes out of date.

Valid Lifetime Indicates the period of time for which an address is valid. The valid lifetime must be longer than the preferred lifetime.
When the valid lifetime expires, the address becomes invalid.

Parent Topic: LAN Configuration
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1.6.2.6 DHCPv6 Static IP Configuration

Click Advanced Configuration > LAN Configurationtab, and choose DHCPv6 Static IP Configuration from the navigation tree on the left. In the
pane on the right, you can assign an IP address to a MAC address using the interface ID and IPv6 GUA address. The IPv6 GUA address is a
combination of the interface ID and prefix configured on the LAN side, as shown in Figure 1.

Figure 1 DHCPv6 Static IP Configuration

DHCPv6 Static IP Configuration

Cnthis page, you can assign an IP address to a MAC using a reserved interface ID and IPvE GUA address. The IPvE GUA
address is a comhbination ofthe interface 1D and prefix configured on the LAMN side. If the method of obtaining LAN
addresses is set to SLAAC, the configuration on this page does nottake effect.

New Delete
MAC Address Interface ID
MAC address: (AAMBBCC:DDEEFF)
Interface [D: AR O )
Cancel

Parent Topic: LAN Configuration
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1.6.2.7 DHCPv6 Information

In the navigation tree on the left, choose Advanced Configuration > LAN Configuration > DHCPv6 Information. In the pane on the right, you can
view the total number of addresses, the remaining number of IP addresses, the DUID, and IPv6 address/prefix, as shown in Figure 1.
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Figure 1 DHCPv6 information

DHCPvG Information

Onthis page, wou can gquery basic DHCPE information, including the DUID, IPvE address, prefix, and remaining lease
time.

Total IP Addresses: 256
Remaining IF Addresses: 256
DUID IPvia Address/Prefix Remaining Lease Time

Parent Topic: LAN Configuration
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1.6.2.8 Port Locating

1. Click Advanced Configuration > LAN Configuration tab, and choose Port Locating in the navigation tree on the left. In the pane on the
right, determine whether to enable the DHCP Option 82 Insertion function, as shown in Figure 1.

Figure 1 Port Locating
Port Locating

After DHCFP Option 82 insertion is enabled, Option 82 is inserted into the DHCP request message ofa PC for access
authentication and charging for the DHCP server.

Enable DHCP Option 82
Insertion:

Cancel

2. Click Apply.

Parent Topic: LAN Configuration
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1.6.3 Security Configuration

This topic describes how to configure the security through the Web page

IPv4 Firewall Level Configuration

IPv4 Address Filtering

MAC Address Filtering
Wi-Fi MAC Address Filtering
Parental Control

DoS Configuration

Precise Device Access Control
Device Access Control

WAN Access Control Configuration

Parent Topic: Advanced Configuration
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1.6.3.1 IPv4 Firewall Level Configuration

1. Click the Advanced Configuration > Security Configuration tab, and choose IPv4 Firewall Level Configuration from the navigation
tree on the left. In the right pane, set the firewall level, as shown in Figure 1.
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Figure 1 IPv4 Firewall level configuration

IPv4 Firewall Level Configuration

0n this page, vou can configure the firewall [evel.

Current Firewall Level: Standard

Firewall Level: Standard ¥

2. Click Apply.

Parent Topic: Security Configuration
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1.6.3.2 IPv4 Address Filtering

1. Click Advanced Configuration > Security Configuration tab, and choose IPv4 Address Filtering in the navigation tree on the left. In the
pane on the right, enable the IP address filter function. After selecting the filter mode, click New. Then, in the dialog box that is displayed,
configure the rule for filtering IP addresses from the WAN interface to the LAN port, as shown in Figure 1.

Figure 1 IPv4 Address Filtering

IPv4 Address Filtering

0n this page, you can configure WiAk-to-LAN filter to prohibit some IP addresses in the WAk from accessing the LAR.

Enable IP Filter: {Device forwarding performance will deterforate if the IP filtering function

is enabled.)

Filter Mode: Blacklist ¥
New Delete
Rule name  Protocol  Direction LAN-side [P Address WAN -side [P Addrass
Rule name:
Protocol: All v
Direction: Bidirectional v
LAN-side Start IP Select .
Address:
LAN-side End IP select .
Address:
WAN-side [P B
Addrass:
Cancel

2. Click Apply.

The IP address filter function is a security mechanism configured on the residential gateway. It enables or disables all or partial ports in an Intranet IP
address segment to communicate with all or partial ports in an Extranet IP address segment. The IP address filter configuration is used to limit
communication between an Intranet device and an Extranet device.

Table 1 describes the parameters related to the IPv4 address filter.

Table 1 Parameters related to the IPv4 address filter

Parameter Description

Enable IP Filter Indicates whether to enable the IP address filter function.
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Parameter Description

Filter Mode Indicates the IP address filter rule of the blacklist or whitelist.

« Blacklist: indicates that the data meeting the rule in the filter rule list is not allowed to pass.

o Whitelist: indicates that the data meeting the rule in the filter rule list is allowed to pass.

o Hybrid: indicates that packets are filtered based on the upstream or downstream direction. Certain IP
packets in the upstream or downstream direction are (not) allowed to pass through.

Only one of the preceding modes can be selected.

Protocol Indicates the type of the protocol, which may be TCP/UDP, TCP, UDP, ICMP, or ALL.
Priority Indicates the Priority of the IP address.When Filter Mode is selected in the hybrid mode,this parameter can be
configured.

« Range:0-255.

Direction Indicates the direction to which the filter rule applies.

o Bidirectional: This value is available only when Filter Mode is Blacklist or Whitelist. The value
cannot be changed.

o Upstream: When this value is selected in the hybrid mode, the filter rule applies to the upstream
direction. In the hybrid filter mode, only Upstream or Downstream can be selected.

« Downstream: When this value is selected in the hybrid mode, the filter rule applies to the downstream

direction.

LAN-side Start IP Address Indicates the start IP address on the LAN side.

LAN-side End IP Address Indicates the end IP address on the LAN side.

LAN-side TCP Port Indicates the port ID on the LAN side. This parameter can be configured when Protocol is set to TCP/UDP or
TCP.

LAN-side UDP Port Indicates the port ID on the LAN side. This parameter can be configured when Protocol is set to TCP/UDP or
UDP.

WAN-side IP Address Indicates the IP address on the WAN side.

‘WAN-side TCP Port Indicates the ID of the WAN side port. This parameter can be configured when Protocol is set to TCP/UDP or
TCP.

‘WAN-side UDP Port Indicates the ID of the WAN side port. This parameter can be configured when Protocol is set to TCP/UDP or
UDP.

Action Indicates the IP filter action. When Filter Mode is selected in the hybrid mode,this parameter can be configured.

e Accept: accepts packets that meet the IP filter rule.
« Drop: drops packet that meet the IP filter rule.

Parent Topic: Security Configuration
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1.6.3.3 MAC Address Filtering

1. Click Advanced Configuration > Security Configuration tab, and choose MAC Address Filtering in the navigation tree on the left. In
the pane on the right, after enabling MAC filter and selecting the filter mode, click New. On the dialog box that is displayed, configure the
MAC filter rule for the PC to access the Internet, as shown in Figure 1.

Figure 1 MAC Address Filtering

MAC Address Filtering

Onthis page, you can configure MAC filter to prohibit some FCs from accessing the Internet.

Enable MAC Filter:

Filter Mode: Blacklist ¥
New Delete
Source MAC Addrass
Source MAC N
AMBB.CCDDEEFF
Address: ( )

Cancel

2. Click Apply.
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The MAC address lists of PCs in the network are saved on the ONT. Configuring MAC filter rules enables the PCs that conform to the rules to access
the Internet service or disables the PCs that do not conform to the rules to access the Internet service. A PC may have more than one IP addresses but a
unique MAC address. Therefore, configuring MAC filter rules effectively controls the Internet service access rights of PCs in a LAN.

Table 1 describes the parameters related to the MAC filter.

Table 1 Parameters related to the MAC address filter

Parameter Description
Enable MAC filter Indicates whether to enable the MAC address filter function.
Filter Mode Indicates the MAC address filter rule of the blacklist or whitelist.

« Blacklist: indicates that the data meeting the rule in the filter rule list is
not allowed to pass.

Whitelist: indicates that the data meeting the rule in the filter rule list is
allowed to pass.

The filter mode is global config mode. Thus, the blacklist and whitelist mode
cannot be used at the same time.

Source MAC Address Indicates the source MAC address in the MAC address filter rule.

Parent Topic: Security Configuration

Copyright © Huawei Technologies Co., Ltd.
Copyright © Huawei Technologies Co., Ltd.

< Previous topic Next topic >

1.6.3.4 Wi-Fi MAC Address Filtering

1. Click Advanced Configuration > Security Configuration tab, and choose Wi-Fi MAC Address Filtering in the navigation tree on the
left. In the right pane, select Enable WAN MAC filter, set the filter mode, and click New. In the dialog box that is displayed, configure the
SSID-based MAC address filter rule, as shown in Figure 1.

Figure 1 Wi-Fi MAC Address Filtering

Wi-Fi MAC Address Filtering

0n this page, you can configure MAC filter to prohibit some PCs fram accessing the Internet.

Enable WLAN MAC Filter:

Filter Mode: Blacklist ¥
New Delete
SSID Index Source MAC Address
SEID Index: SSIDL v
Source MAC
AMBB:CCDDEEFF
Address: ( )

Cancel

2. Click Apply.

Table 1 describes the configuration parameters for wireless network MAC filtering.

Table 1 Parameters for wireless network MAC filtering

Parameter Description

Enable WLAN MAC filter Enables or disables the WLAN MAC filter function.

Filter mode Indicates the MAC filter mode. It can be set to Blacklist or Whitelist.

» Blacklist: forbids data packets that match rules in the blacklist to pass
through.

» Whitelist: allows data packets that match rules in the whitelist to pass
through.

The blacklist or whitelist mode is a global configuration. The two modes cannot
be used at the same time.

SSID index Indicates the SSID index of the WLAN for which MAC address filtering is
configured.
Source MAC address Indicates the source MAC address in the MAC filter rules.

Parent Topic: Security Configuration
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1.6.3.5 Parental Control

Click Advanced Configuration > Security Configuration tab, and choose Parental Control in the navigation tree on the left. In the pane on the
right, configure different constraints for the network surfing time and website access on working days and holidays. In this way, their children are
allowed to access networks in specified time segments and free from age inappropriate contents, as shown in Figure 1.

Figure 1 Parental Control

Parental Control

Onthis page, you can set Internet access restrictions to allow your kids to use the Internet safely without direct
supervision. Parental contral allowes wou to set the times when your kids can use the Internet and which websites they can
ACCESS.

| Template | Statistics Help
Apply on all devices ® Apply on specified devices

New Delate

Device Description Binding Templates

Device

Specified Device BC:0b:E4:6E: -- 192.168.100.2. 7
Description

Device Description

Binding Templates

Template template ¥

Cancel

() NOTE:

Configure the template by following the instructions provided in the wizard. You can click Help in the upper right to view the online help about the template configuration if
required.

Parent Topic: Security Configuration
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1.6.3.6 DoS Configuration

1. Click Advanced Configuration > Security Configuration tab, and choose DoS Configuration in the navigation tree on the left. In the
pane on the right, determine whether to enable the DoS attack-preventive configuration, as shown in Figure 1.
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Figure 1 DoS Configuration
DoS Configuration

On this page, you can configure DoS parameters.

Prevent SYN Flood Attack: &
Prevent ICMP Echo Attack: T
Prevent ICMP Redirection Attack: T
Prevent LAND Attack: e
Prevent Smurf Attack: T
Prevent WinMNuke Attack: T
Prevent Ping Sweep Attack: v

Cancel

2. Click Apply.

Denial of service (DoS) attack is a network-based attack that denies users from accessing the Internet. The DoS attack initiates a large number of
network connections, making the server or the program running on the server break down or server resources exhaust or denying users to access the
Internet service. As a result, the network service fails.

Table 1 describes the parameters related to the DoS.

Table 1 Parameters related to the DoS

Parameter Description

Prevent SYN Flooding Attack Indicates whether to enable the prevent SYN flooding attack.

In the attack, several source hosts send SYN packets to a destination host. After
receiving the SYN ACK packets from the destination host, the source hosts do
not respond. In this case, the destination host establishes many connection
queues for the source hosts and maintains these queues all the time because no
ACK response is received. As a result, many resources are used and the
destination host fails to provide normal services for normal connections.

Prevent ICMP Echo Attack Indicates whether to enable the prevent ICMP echo attack.

In the attack, many ICMP echo packets are sent to a destination host within a
short time. As a result, the network is congested or the resources of the host are
exhausted.

Prevent ICMP Redirect Attack Indicates whether to enable the prevent ICMP redirect attack.

In the attack, many ICMP redirect packets are sent to a destination host within a
short time. As a result, the network is congested or the resources of the host are
exhausted.

Parent Topic: Security Configuration
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1.6.3.7 Precise Device Access Control

Click Advanced Configuration > Security Configuration tab, and choose Precise Device Access Control in the navigation tree on the left. Click
New. In the displayed window, set LAN port, SSID or WAN port information, including Priority, Protocol and Mode,as shown in Figure 1.
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Figure 1 Parental Control

Precise Device Access Control

On this page, you can configure precise contral for devices hased an LAN, SS5I0, and WAN port. IPvE access supports
anly HTTF, and does not support TELKET, FTP, S5H, ICMP ar SAMBA.

Enable precise dewvice access control:

New Delete
Priority  Port name S;);crjizslsp Application  Protocol Port Mode

Type: ® Application ' User-defined
Pricrity: o (The priority value range s 1-
Port type: LAN v
Fort name: ALL LJLANT LVLANZ LTLANS LILANG
Source [P address: -- (TPwd or IPvE addrass)
Application: TELNET LJHTTP LJSSH LIFTP LIICMP LI SAMBA
Mode: ® Permit ' Prohibit

Apply Cancel

Parent Topic: Security Configuration
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1.6.3.8 Device Access Control

1. In the navigation tree on the left, choose Advanced Configutation > Security Configutation > Device Access Control. In the pane on the
right, configure the rule of ONT access control, as shown in Figure 1.

Complete network security planning before enabling remote access control to ensure that ONTs are logged in to in secure network
conditions. After the ONT login operations are complete, disable remote access control in a timely manner. If you do not complete network
security planning or do not disable remote access control in a timely manner, the network may become faulty or be attacked, and Huawei
will not be responsible for any related subsequences.

Figure 1 Device Access Control

Device Access Control

On this page, you can enable or disable permissions to access the device This page will not be maintained. Therefore,
you are advised to use Precise Device Access Contral.

LAN Service

Enable the LAN-side PC to access the device through telnet:

WiFi Service

Enable devices on the WiFi-side to access web pages:

Enable the WiFi-side PC to access the device through telnet: s

Apply Cancel

2. Click Apply.

Parent Topic: Security Configuration
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1.6.3.9 WAN Access Control Configuration

1. In the navigation tree on the left, choose Security Configuration > WAN Access Control Configuration. In the pane on the right, click
New. In the dialog box that is displayed, set the parameters of the WAN access control, as shown in Figure 1

Complete network security planning before enabling remote access control to ensure that ONTs are logged in to in secure network
conditions. After the ONT login operations are complete, disable remote access control in a timely manner. If you do not complete network
security planning or do not disable remote access control in a timely manner, the network may become faulty or be attacked, and Huawei
will not be responsible for any related subsequences.

Figure 1 WAN Access Control Configuration
WAN Access Control Configuration
On this page, you can configure network access control based on a single WAN port. Access to a WAN port is allowed

from the configured source addresses. If no source address is configured, access to the WAN port from any addresses is
allowed. An IPvE WAN port supports access only in HTTP mode and does not support access in TELNET, FTF, S5H | or

ICMP mode. This page will not be maintained. Therefore, you are advised to use Precise Device Access Control.
New Delete
WAN Name Protocol Source Address Enable
Enable:
WAN Name: v
Protocol: TELNET LJSSH LIHTTP LIFTP LJICMP
Source (IPv4 or IPvE address/mask)  Delete

Address: Add

Cancel

2. Click Apply.
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1.6.4 Route

This topic describes how to configure the default route and static route through the Web page.
Default IPv4 Route Configuration

IPv4 Static Route Configuration

IPv4 Dynamic Route Configuration

IPv4 VLAN Binding_Configuration

IPv4 Service Route Configuration

IPv4 Routing_Table

Default IPv6 Route Configuration

IPv6 Static Route Configuration

Parent Topic: Advanced Configuration
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1.6.4.1 Default IPv4 Route Configuration

1. In the navigation tree on the left, choose Advanced Configuration > Route > Default IPv4 Route Configuration. In the pane on the right,
select or deselect the Default Route option button to enable or disable the default route of the system, as shown in Figure 1.
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Figure 1 Default IPv4 Route Configuration

Default IPv4 Route Configuration

On this page, you can configure the default route.

Enable the Default

Route:
WAN Name: 2_TROBY_INTERNET_R_WID_10 v
Cancel
(AN NOTE:

If an ONT fails to find a matching routing entry after receiving a packet, the WAN interface specified by the default route configuration sends the packet to a network
device. Before the default route of the system is enabled, the WAN interface must obtain the IP address. Therefore, the parameters of the WAN interface must be
correctly set. For details, see WAN Configuration.

2. Click Apply.

Parent Topic: Route
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1.6.4.2 IPv4 Static Route Configuration

1. In the navigation tree on the left, choose Advanced Configuration > Route > IPv4 Static Route Configuration. In the pane on the right,
click New. In the dialog box that is displayed, set the parameters related to the static route, as shown in Figure 1.

Figure 1 IPv4 Static Route Configuration

IPv4 Static Route Configuration

Onthis page, you can configure a static route, including the IP address, subnet mask, gateway IP address, and WAl port
name. Ifthe specified WAN port is ofline when vou configure the static route, leave the gateway IP address blank.

New Delete
WAN Name [P Address Gateway Subnet Mask
<< < Of0 > »> Page Go
Address format: ®p Domain
1P Addrese: (The domain configuration does
not take effect if the destination IF address and mask are configured.)
Subnet Mask:
Gateway: Blank : select automatically the
gateway
WAN Name: bri v

Cancel
2. Click Apply.
Table 1 describes the parameters related to the static route.
Table 1 Parameters related to the static route
Parameter Description
Address Format Indicates the format of an address, which can be in IP address or domain name format. When both the destination

IP address and the domain name are configured, only the destination IP address takes effect.

IP Address Indicates the destination IP address of the static route. This parameter must be configured when the IP address
format is specified for Address Format.

Domain name Indicates the domain name of the static route. This parameter must be configured when the domain name formats
is specified for Address Format.

The wildcard domain names in the following formats are supported: *.abc.com, abc.com.*, and abc.*.com. The
wildcard domain names in the following format are not supported: *abc.com, abc*.com, and a*c.com.
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Parameter Description

Subnet Mask Indicates the subnet mask of the static route.

Gateway Indicates the gateway IP address of the static route.

‘WAN Name Indicates the WAN interface that the route travels through.

Parent Topic: Route
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1.6.4.3 IPv4 Dynamic Route Configuration

1. In the navigation tree on the left, choose Advanced Configuration > Route > IPv4 Dynamic Route Configuration. In the pane on the
right, click New. In the dialog box that is displayed, set the parameters related to the dynamic route, as shown in Figure 1.

Figure 1 IPv4 Dynamic Route Configuration

IPv4 Dynamic Route Configuration

Cnthis page, you can configure a dynamic route on a specified interface for autornatic route learning or route
advertisement.

Newy Delete
Interface Name Status  Protocol Type  Mode Authentication Mode Key
Enable RIP rd
Protocol Type RIPw2 v
Mode Passive A\l
Authentication Mode | Mone v
I(ey sessanee
Interface Name 2 _TROB9_INTERMET_R_WwIL_10 A
Cancel
2. Click Apply.
Table 1 describes the parameters related to the dynamic route.
Table 1 Parameters related to the dynamic route
Parameter Description
Enable RIP Controls whether the RIP function configured on the WAN port takes effect.
Protocol Type Indicates the RIP protocol type. It is used for dynamic route learning and route advertisement.

mode automatically changes to None.
o RIPv2: supports packet authentication.
e RIPv1_v2: supports both RIPv1 and RIPv2.

« RIPv1: does not support packet authentication. When this protocol type is selected, the authentication

e Active: advertises and automatically learns routes.

Mode Indicates the RIP protocol working mode. Its values are Active and Passive.

o Passive: only automatically learns routes but does not advertise routes.

packets.

authenticated.

Authentication Mode Indicates the packet authentication mode. It is used for authentication on route learning and advertisement

« When RIPvI is selected, the authentication mode cannot be edited and is set to None.
e When RIPv1 v2 is selected, the authentication mode works for only RIPv2 and RIPv1 packets are not

Key Indicates the key required for packet authentication.
« It cannot be set if the authentication mode is None.

NOTE:

« It is mandatory if the authentication mode is Plaintext, MD5, or HMAC-SHA256.

When the authentication mode is Plaintext, the input plaintext is displayed as asterisks (*).

default, it is the name of every WAN port.

Interface Name Indicates the name of a WAN port, which is used to associate a port configured using a dynamic route. By
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1.6.4.4 IPv4 VLAN Binding Configuration

1. Click the Advanced Configuration > Route tab and then choose IPv4 VLAN Binding Configuration from the navigation tree. In the right
pane, Click to need to configure the port VLAN binding column in the tab to set the port VLAN binding relationship, as shown in Figure 1.

Figure 1 IPv4 VLAN Binding Configuration

IPv4 VLAN Binding Configuration

Cn this page, you can bind YLANs. YWhen binding YLANs, setthem in the format m1/n1, where m1 indicates the user-side
WLAN and nl indicates the egress YLAN. Separate multiple WLAM pairs by comma.

Faort Binding Mode VLAN Pairs
LANT Part binding --
LANZ Port binding oo
LAN3 Port binding --
LAN4 Port binding ==
SSID1 Part binding ==
SSIDS Paort binding ==

Port: SE8I01

Port Mode: YLAN binding ¥

YLAN Fairs: (Lser VAN WAN V0LAN)

Cancel

2. Click Apply.

Parent Topic: Route
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1.6.4.5 IPv4 Service Route Configuration

1. Click the Advanced Configuration > Route tab. In the navigation tree on the left, choose IPv4 Service Route Configuration. In the right
pane, click New. In the dialog box that is displayed, set related service route parameters, as shown in Figure 1.

Figure 1 IPv4 Service Route Configuration

IPv4 Service Route Configuration

Cn this page, you can configure a service route. With this route, PPPoE packets reach the peer end through a specified

VAR port.
Newy Delete
Service Type WAN MName
Service Type: | PPPaE A\
WAN Name: v
Cancel
(RN NOTE:

The configuration takes effect when the device works in the bridge mode, and the corresponding WAN must be bridging-type WAN.
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1.6.4.6 IPv4 Routing Table

Click the Advanced Configuration > Route tab, and choose IPv4 Routing Table from the navigation tree on the left. In the right pane, routing
information of the device is displayed, including the destination IP address, destination subnet mask, gateway, and outgoing interface, as shown in
Figure 1.

Figure 1 IPv4 Routing table

IPv4 Routing Table

Onthis page, you can gquery the current routing information, including the destination IP address, destination subnet
mask, gateway, outhound interface, and source.

Number Destination [P Address Destination Subnet Mask  Gateway Inferface  Source
1 192.168.100.0 255.255.2550 0.0.0.0 bro System
<<||<|1f1|>||>> Page Go

Parent Topic: Route
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1.6.4.7 Default IPv6 Route Configuration

1. In the navigation tree on the left, choose Advanced Configuration > Route > Default IPv6 Route Configuration. In the pane on the right,
select or deselect the Enable the Default Route option button to enable or disable the default route of the system, as shown in Figure 1.

Figure 1 Default IPv6 Route Configuration

Default IPv6 Route Configuration

Onthis page, you can configure the default route.
Enable the Default

Route:

WAN Name: 1 INTERNET R WID_10 v

Cancel

(8] NOTE:

If an ONT fails to find a matching routing entry after receiving a packet, the WAN interface specified by the default route configuration sends the packet to a network
device. Before the default route of the system is enabled, the WAN interface must obtain the IP address. Therefore, the parameters of the WAN interface must be
correctly set. For details, see WAN Configuration.

2. Click Apply.

Parent Topic: Route
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1.6.4.8 IPv6 Static Route Configuration

1. In the navigation tree on the left, choose Advanced Configuration > Route > IPv6 Static Route Configuration. In the pane on the right,
click New. In the dialog box that is displayed, set the parameters related to the static route, as shown in Figure 1.
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Figure 1 IPv6 Static Route Configuration

IPv6 Static Route Configuration

Onthis page, vou can configure a static route, including the IP address prefix and next hop.

New Delete

WAN Name

Destination IP
Prefix:

Next Hop:

WAN Name:

2. Click Apply.

Crestination IF Prefix Next Hop

<< | Of0) 5| = Page Go

FIPvh address/n 1 «=n <= 128)

(TPvb address)

L B3

Cancel

Table 1 lists the configuration parameters for a static route.

Table 1 Static route parameters

Parameter

Description

Destination IP Prefix

This parameter needs to be set when the obtained prefix is shorter than 64 bits. It is used for LAN IP address
allocation.

Next Hop

Indicates the destination IP address of the static route.

WAN Name

Indicates the WAN interface that the static route traverses.

Parent Topic: Route
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1.6.5 Forward Rules

This topic describes how to configure the DMZ, port mapping, and port trigger through the web page.

DMZ Function
IPv4 Port Mapping

Port Trigger Configuration

Parent Topic: Advanced Configuration
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1.6.5.1 DMZ. Function

1. Click Advanced Configuration > Forward Rules tab, and choose DMZ Function in the navigation tree on the left. In the pane on the

right, click New. In the dialog box that is displayed, set the parameters related to the DMZ, as shown in Figure 1.
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Figure 1 DMZ Function

DMZ Function

0n this page, you can configure DMZ parameters. The DMZE device restricts unreliable external connections fram linking
up to the device. Itis a buffer between a secure systermn and an insecure systern. Ifthe Witk portis notlisted in the port
mapping table, the application requests from the YWAN connection are forwarded to the DMZ device.

New Delete
WAN Name Enable DWZ Host Addrass
Enable DMZ: <
WAN Mame: 2_TROGY_INTERNET_R_ID_10 v
Host Address: 192.168.100.22 M eCiOhBEAREIdf2 ¥

Cancel

2. Click Apply.

The demilitarized zone (DMZ) is a technology that enables the ONT to forward all received packets through a specified internal server. The technology
enables a computer in the LAN to be completely exposed to all users on the Internet or enables the mutual communication without restrictions between
a host with a specified IP address and other users or other servers on the Internet. In this way, many applications can run on the host with the specified
IP address. The host with the specified IP address receives all connections and files that can be identified.

If the LAN-side device does not provide website service or other network services, do not set the device to a DMZ host because all ports of a DMZ
host are opened to the Internet.

Table 1 describes the parameters related to the DMZ.

Table 1 Parameters related to the DMZ

Parameter Description
Enable DMZ Indicates whether to enable the DMZ.
WAN Name Indicates the name of the WAN interface. If the WAN interface is not in the port mapping table, the application

requests from the WAN connection are directly forwarded to the host in the DMZ.

Host Address Indicates the IP address of the DMZ host.

Parent Topic: Forward Rules
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1.6.5.2 IPv4 Port Mapping

Port mapping indicates that the Intranet server is allowed to be open to the Extranet (for example, the Intranet provides the Extranet with a WWW

server or FTP server). Port mapping is to map the Intranet host IP address and port ID to Extranet IP address and corresponding port ID so that users

from Extranets can access the Intranet server. With port mapping, the users cannot see the Intranet IP address and they see the Extranet IP address.
Navigation Path

1. Click Advanced Configuration > Forward Rules tab, and choose IPv4 Port Mapping. In the dialog box that is displayed, set the
parameters related to port mapping, as shown in Figure 1.
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Figure 1 IPv4 Port Mapping
IPv4 Port Mapping
Onthis page, you can configure port mapping parameters to set up wirtual servers on the LAR network and allow these

servers to be accessed from the Internet.
MHote: The well-known ports for voice services cannot be inthe range of the mapping ports.

Neaw Delete
Mapping Name WAN Name Internal Host External Host Enable
Type: ® User-defined © Application
Application: Select... v

Enable Port Mapping:

Mapping Name:

WAN Name: 2_TROGS_IMTERMI ™

Internal Host: 192.168.100.10 * | Select... v

External Source [P »

Address:

Protocol: UDP v Internal port number: |53 --53 *
External source port

External port number: |53 --53 --
number:

Delete
Add

Apply Cancel

2. Click Apply.

Configuration Example

Enable the packets sent from the WAN side to the ONT whose the destination WAN port number is 2000 to be forwarded to the LAN-side PC whose
IP address is 192.168.100.20, and the port number is changed to 3000.
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IPv4 Port Mapping

0n this page, you can configure port mapping parameters to set up virtual servers on the LAM network and allow these
semvers to he accessed from the Internet.
Mote: The well-known paorts forvoice services cannot be in the range of the mapping ports.

New Delete
Mapping Name WAN Mame Internal Host External Host Enable
Type: * User-defined ' Application
Application: Select.. v

Enable Port Mapping: &

Mapping Name:

WAN Name: 2_TROGY_INTERNI ¥

Internal Host: 192.168.100.22 ¥ boi0biBd:e8mnl ¥

External Source IP »

Address:

Protocol: upP v Internal port number: 3000 3000 F

External source port
External port number: 2000 |--|2000 P --
numiber:

Delete

Add

Apply Cancel

Parameter Description

Table 1 describes the parameters related to IPv4 port mapping.

Table 1 Parameters related to IPv4 port mapping

Parameter Description

Enable Port Mapping Indicates whether to enable port mapping.

Mapping Name Indicates the name of the port mapping rule.

‘WAN Name Indicates the name of the WAN interface where port mapping is enabled.
Internal Host Indicates the IP address of the host to which the port is mapped.
Protocol Indicates the protocol type of port mapping packet, which may be TCP, UDP, or TCP/UDP.
Start External Port Indicates the destination start port of the external data packet.

End External Port: Indicates the destination end port of the external data packet.

Start Internal Port Indicates the internal destination start port of the port mapping packet.
End Internal Port Indicates the internal destination end port of the port mapping packet.
Start External Source Port Indicates the source start port of the external data packet.

End External Source Port Indicates the source end port of the external data packet.

External Source IP Address Indicates the source IP address of the external data packet.

Parent Topic: Forward Rules
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1.6.5.3 Port Trigger Configuration

1. Click Advanced Configuration > Forward Rules tab, and choose Port Trigger Configuration. In the pane on the right, click New. In the
dialog box that is displayed, set the parameters related to the port trigger, as shown in Figure 1.
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Figure 1 Port Trigger Configuration
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Port Trigger Configuration

0n this page, you can configure the range ofthe ports that are used by LAR-side applications to access the Internet. You

can also enable the port automatically.

Mote: The well-known ports for voice services cannot be in the range of open ports.

New Delete
WAN Name Enat‘JIe Fort TriggerFort Opern Part Trigger Open
Trigger Protocal Protocol

Enable Port Trigger: v

WAN Name: 2_TROGI_IMNTERMET_R_WID_10 v

Trigger Protocol: TCP v

Open Protocol: TCP v

Start Trigger Port: he

End Trigger Port: e

Start Open Port:

End Open Port:

Apply Cancel

2. Click Apply.

The port trigger indicates that a specific Extranet port is automatically enabled when a corresponding Intranet port sends a packet and the packet is
mapped to the Intranet port on the host.A specific mapping packet is sent from the ONT through the Intranet so that specific packets of the Extranet

can be mapped to the corresponding host. A specified port on the gateway firewall is open to some applications for remote access. The port trigger can
dynamically enable the open port of the firewall.

Table 1 describes the parameters related to the port trigger.

Table 1 Parameters related to the port trigger

Parameter Description

Enable Port Trigger Indicates whether to enable the port trigger.

WAN Name Indicates the name of the WAN interface where the port trigger is enabled.

Trigger Protocol

Indicates the protocol type of the port trigger packet, which may be TCP, UDP, or TCP/UDP.

Open Protocol

Indicates the protocol type of the open data packet.

Start Trigger Port Indicates the destination start port of the port trigger packet.
End Trigger Port Indicates the destination end port of the port trigger packet.
Start Open Port Indicates the destination start port of the open packet.
End Open Port Indicates the destination end port of the open packet.

Parent Topic: Forward Rules
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1.6.6 Application

This topic describes how to configure functions such as Time Setting through the Web page.

USB Application
Time Setting
Media Sharing

ALG Configuration

DDNS Function
UPnP Function
IGMP Configuration

ARP Ping
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Intelligent Channel Configuration

Video Device Identification
Static DNS
DSCP-to-Pbit Mapping

Parent Topic: Advanced Configuration
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1.6.6.1 USB Application

HedEx Startpage

1. Click Advanced Configuration > Application tab, and choose USB Application in the navigation tree on the left. In the pane on the right,

set the parameters related to FTP downloading to share the FTP file of the ONT, as shown in Figure 1.

Figure 1 USB Application

FTP Configuration

On this page, you can configure the FTP client for file downloading from to a storage device of the home gateway, and

configure the FTP server for resource sharing.

When configuring the FTP server, enable the LAN-side or WAN-side FTP function and select character code in UTF-8

farmat.
Caution:

Do not remove and re-insert the USE storage device in use, because this may damage files in it.

FTP Client Configuration

FTP URL: ftp://

Port ID: 21

User Name:

Password:

Path: * | Browse...

User Name Password Port ID

FTP Server Configuration

Enable FTF Server: ]

User Name:
Password: sesssssessansanssRnsrnssan
Port ID: 21
USBE Device: No USB Device ¥
Root Path:
Apply Cancel
(AN NOTE:

Path

Status

FTP server configuration supports only English.

The file time of an ONT is in the UNIX format. In Windows OS, the file time displayed may be different from the actual time for FTP access.

Parameter Description

Table 1 describes the parameters related to the USB.

Table 1 Parameters related to the USB

Parameter ‘ Description

FTP Client Configuration

FTP URL

Indicates the path of the file downloaded through FTP.
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Parameter Description
Port ID Indicates the FTP port number. It is set to 21 by default. Generally, the setting is not required.
User Name Indicates the user name for connecting to the FTP server. If the FTP server supports anonymous login, the setting

is not required.

Password Indicates the password for connecting to the FTP server. If the FTP server supports anonymous login, the setting
is not required.

USB Device Indicates the drive of the external USB device for saving the file downloaded through FTP. When the USB
storage device is connected to the USB port, the drop-down list is available.

Path Indicates the path for saving the FTP-downloaded file to the external USB device. If the path is not entered, the
path specified in Download URL is used by default.

FTP Server Configuration

Enable FTP Server Enables the FTP server when the ONT serves as an FTP server.

User Name Sets the user name of the FTP server. This user name is required when another FTP client logs in to the FTP
server.

Password Sets the password of the FTP server. This password is required when another FTP client logs in to the FTP
server.

USB Device Indicates the drive of the external USB device for saving the file downloaded through FTP.

Root Path Indicates the path for saving shared files when the ONT serves as a server.

Parent Topic: Application
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1.6.6.2 Time Setting

1. Click Advanced Configuration > Application tab, and choose Time Setting in the navigation tree on the left. In the pane on the right, set
the parameters related to the system time, including the SNTP server, time zone, and daylight saving time (DST), as shown in Figure 1.

Figure 1 Time Setting

Time Setting
Cnthis page, you can configure the SMTP protocol, time zone, and DST to obtain the accurate time.

Automatically synchronize

v
the network time server
Primary SNTF Server: clock.fmthe.nst v
Secondary SMTP Server: clock.nyc.henet v
Time Zone: GMT Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London ¥
Tlm.e Synchronization 86400 (s)
Feriod:
WAN Name: v
Apply Cancel
Enable DET v
DST Start Time:
July v Fourth ¥ Sunday v Hour:|0 v Minute:| 0 v Second: |0 ¥

DST End Time:

September ¥ Fourth ¥ Sunday \ Hour:|o ¥ Minute:| 0 ¥ Second: |0 ¥

Apply Cancel

2. Click Apply.

Table 1 describes the parameters related to the system time.
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Table 1 Parameters related to the system t

HedEx Startpage

ime

Parameter

Description

Auto Synchronization Network Time Server

Indicates whether to enable the auto synchronization network time server, that is, SNTP server.

Primary SNTP Server

Indicates the primary SNTP server.

Secondary SNTP Server

Indicates the secondary SNTP server.

Time Zone

Indicates the time zone.

Time Synchronization Cycle

Indicates whether to enable the DST.

DST Start Time Indicates the DST start time.
DST End Time Indicates the DST end time.
(8] NOTE:

If the SNTP server is configured based on domain name format, a static route or a default route must be configured. If the static route or default route is not configured, the ONT will

fail to obtain time from the SNTP sever.

Parent Topic: Application
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1.6.6.3 Media Sharin

1. Click Advanced Configuration > Application tab, and choose Media Sharing in the navigation tree on the left. In the right pane,

Y

configure the media sharing settings, as shown in Figure 1.

Figure 1 Media Sharing

Media Sharing

In the media sharing service, you ©

an share media information to devices that support DLMA. For example, you

can share video, audie, and pictures to PCs, mobile devices, and consumption appliances. On this page, you can
configure the sharing service switch and share directories.

/M Caution:
Do not remowve and re-insert the U

Enable media sharing:

Share path: All

Newy Delete

Specified path:

2. Click Apply.

Parent Topic: Application

5B storage device in use, because this may damage files in it.

paths ®Specify path

Specify path

* | Browse...

Cancel
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1.6.6.4 ALG Configuration

1. In the navigation tree on the left, choose Application > ALG Configuration. In the pane on the right, determine whether to enable the FTP

or TFTP, as shown in Figure 1.
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Figure 1 ALG Configuration

ALG Configuration

Cnthis page, you can enahle the ALGs of various services.

Enable FTP ALG: T
Enable TFTP ALG: e
Enable H.323 ALG: T
Enable SIP ALG: e
Enable RTSP ALG: T
Enable RTCP ALG: Portio
Enable PPTP ALG: T
Enable L2TP ALG: T
Enable [Psec ALG: T

Cancel

2. Click Apply.

When the NAT function is enabled, the application level gateway (ALG) function needs to be enabled to ensure that some application software and
hardware can be normally used.

Parent Topic: Application
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1.6.6.5 DDNS Function

1. Click the Advanced Configuration > Application tab and then choose DDNS Function from the navigation tree. In the right pane,
configure DDNS parameters, including Service Provider, Host Name, Service Port, Domain Name, Username, and Password, as shown
in Figure 1.
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Figure 1 DDNS Function

DDNS Function

HedEx Startpage

To ohtain the dynamic DMNE service, vou must apply for a domain name from the dynamic DS service provider to obtain
the configuration infarmation, including the host, user name, and password,

New Delete

WAN Name Status

DDONE Service Information:

Enable DDMNS:

WAN Name: 2_TROBI_INTERMET_R_WID_10

Domain Name:
Service provider information:

Service Prowider: dyndns

Hast of the service

members.dyndns.org

provider:

Service Port: 80

User Name:

Password: T T T T Ty PO PO
Encryption Mode: BASEG4

DDNS Service State:

WAN Name Domain Mame

2. Click Apply.

Service Provider Domain Name

m(1-255 characters)

m(1-255 characters)
M(1-65535)
m(1-2560 characters)

(0—236 characters)

Last Update Time Last Errar

Dynamic domain name service (DDNS) associates a static domain name with the dynamic IP address of its host.

Assume that server A provides HTTP or FTP service and it is connected to the Internet using routers. If server A obtains an IP address through DHCP,

or server A is connected to the Internet through PPPoE, PPTP, or L2TP, the IP address is an dynamic IP address. That is, its IP address may change
each time when server A initializes its connection to the Internet.

The mapping between the domain name and IP address provided by the domain name service (DNS) server is static, and the mapping does not update

when the IP address changes. Therefore, when the IP address of server A changes, users on the Internet cannot access server A with domain names.

With DDNS, which associates a static domain name with the dynamic IP address of its host, users on the Internet can access the server only with

domain names.
Parent Topic: Application
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1.6.6.6 UPnP Function

1. Click Advanced Configuration > Application tab, and choose UPnP Function in the navigation tree on the left. In the pane on the right,
determine whether to enable the UPnP, as shown in Figure 1.
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Figure 1 UPnP Function
UPnP Function

Onthis page, you can enahle or disable the universal plug-and-play (UPnP) function, which supports automatic discovery
of multiple types of network devices. Ifthis function is enabled for a device, the device can access networks, obtain an [P
address, transmit data, discover other devices, and acguire the data of other devices.

Enable UPnP: v

Cancel

Number  Description External Port Internal Port Protocol IP Address  Status

<< |« Of0 =) = Page Go

2. Click Apply.

Universal Plug and Play (UPnP) is the name of a group of protocols. The UPnP supports zero configuration networking and automatic discovery of
different network devices. If the UPnP is enabled, the UPnP-enabled device can be dynamically connected to the network to obtain the IP address,
obtain the transfer performance, discover other devices, and learn the performance of the other devices. The UPnP-enabled device can be automatically
disconnected from the network, without affecting the device or other devices.

When the UPnP is enabled, the LAN-side PC automatically finds the ONT, which is considered as a peripheral device of the PC and is plug-and-play.

After running application software on the PC, port mapping entries are automatically generated on the ONT through the UPnP protocol, thus
improving the running speed.

Parent Topic: Application
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1.6.6.7 IGMP Configuration

1. Click the Advanced Configuration > Application tab and then choose IGMP Configuration from the navigation tree. In the right pane,
configure the IGMP parameters, as shown in Figure 1.
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Figure 1 IGMP configuration

IGMP Configuration

HedEx Startpage

Cn this page, you can configure |GMP parameters. The IGMP function can be enabled on a YWAN port only in gateway
mode. After IGMP proxy is enabled in gatewway mode, you can configure the IGMP proxy version, systemn robustness,

general guery interval, maximum response time to a general query, group-specific querny interval, times of group-specific

gquern and maximum response time to a group-specific query.

Enable IGMP: Mo
IGMP Mode: Shooping
Enable Bridge WAN -
Progy:
PPPoOE WAN Proxy
PPPGE
Mode: ¢
PPPoE WAN Snooping IPoEANdPPPoOE
Maode:

[GMP Froxy Version: W2

Re-marked IP
Precedence:
Re-marked 802.1p
Pricrity:

Robustness: 2

General Query Interval: |125
General Query

Response Timeout 100
Period:

Group-Specific Query 2
Timeas:

Group-Specific Query 10
Interval:

Group-specific Query
Response Timeout 10
Period:

Startup Query Interval: S)

Startup Query Count: |2

Unsolicited Report 100

(0-7)
(0-7)

Mrange: 1-10; default: 2)

*irange: 1-5000; unit: s; default: 125)

*range: 1-255; unit: 0.1s; default: 100}

Frange: 1-10; default: 2)

Frange: 1-5000; unit: 0.1s; default: 10}

*range: 1-255; unit: 0.1s; default: 10)

*Rango: 0-5000; unidad: 0,1 5; predeterminacdo:

*Rango: 1-10; predeterminado: 2)

*Rango: 1-5000; unidad: 0,1 s; predeterminadao:

Interval: L0 indicates the 1/4 general query interval)

Apply

2. Click Apply.

Cancel

The IGMP function of WAN ports can be enabled only when IGMP works in the gateway mode. Only when IGMP Mode is Proxy, parameters such as
Robustness, General query interval, General query response time, Specific query number, Specific query interval, and Specific query response

time.

Parent Topic: Application
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1.6.6.8 ARP Ping

1. Click Advanced Configuration > Application tab, and choose ARP Ping in the navigation tree on the left. In the pane on the right,
configure ARP Ping parameters, including WAN Name, Interval, and Repetitions, as shown in Figure 1
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Figure 1 ARP Ping Configuration

ARP Ping

On this page, you can configure the ARF ping function. After this function is configured for a WAN port, the port can obtain
a new gateway address when its original gateway is unavailable.

New Delete
WAN Name Interval (s) Repetitions
Enable:
WAN Name: v
Interval: 60 *(1-3600s)
Repetitions: |3 *(1-255)

Cancel

2. Click Apply.

Parent Topic: Application
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1.6.6.9 Intelligent Channel Configuration

(AN NOTE:

After over-the-top (OTT) service flows are configured and services become normal, you can configure the intelligent channel according to the following description to ensure the
OTT service bandwidth and thereby improve service experience.

1. Click the Advanced Configuration > Application tab, and choose Intelligent Channel Configuration from the navigation tree on the left.

In the right pane, select Intelligent Channel Enabled, and click New. In the dialog box that is displayed, configure the intelligent channel,
as shown in Figure 1.
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Figure 1 Intelligent channel configuration

Intelligent Channel Configuration

On this page, you can enahble or disable the intelligent channel and setthe rules for it.

Intelligent Channel

7

Enabled:

New Delete

Inbound Protocol Destination [P Source IP Destination SE’irrie DRS;:P S?{i.lp

Part No.  Address/Mask Address/Mask Port Range
Range marked marked
Inbound Fort: v
YLAN: (0-4094)
Protocol Mo (0-255)
Doman: wvaw.huaveel.com (The domain configuration does not take
) effectif the destination IF address and mask are configured.)
Destination IF ;
Address/Mask:
Source I[P s
Address/Mask:
Destination -
FPort Range:
Source Port -
Range:
DSCF Re- l,
0-63

marked: ¢ )
802.1p Re- (generated by DSCP re-marked value)
marked:

Apply Cancel

2. Click Apply.

Table 1 describes the intelligent channel parameters.

Table 1 Intelligent channel parameters

Parameter Description

Intelligent Channel Enabled Enables or disables the intelligent channel function.

Inbound Port Indicates the port through which packets come in the ONT. The port must be the
same as the LAN port that is bound to the WAN port of the intelligent channel
service.

VLAN Indicates the VLAN carried by packets when packets reach the inbound port.

This parameter is not used for live-network services and thereby does not need
to be configured.

Protocol No. Indicates the Layer 3 protocol type of packets. Indicates the Layer 3 protocol
type of packets. The following lists the numbers of common protocols:

e TCP: 6

« UDP: 17

» IGMP: 2

« ICMP: 1

Domain Indicates the domain name of the intelligent channel. When both the destination
IP address and the domain name are configured, the destination IP address takes
precedence over the domain name (that is, the domain name does not take
effect.)

The wildcard domain names in the following format are supported: *.abc.com,
abc.com.*, and abc.*.com. The wildcard domain names in the following format
are not supported: *abc.com, abc*.com, and a*c.com.

Destination IP Address/Mask Indicates the destination IP address and mask of packets related to the intelligent
channel service. The IP address can be an address or an address segment.
Generally, only the destination IP address and mask need to be configured.
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Parameter Description

Source IP Address/Mask Indicates the source IP address and mask of packets related to the intelligent
channel service. The IP address can be an address or an address segment.

Destination Port Range Indicates the destination TCP/IP port of packets. It can be a consecutive port
range.

Source Port Range Indicates the source TCP/IP port of packets. It can be a consecutive port range.

DSCP Re-marked Indicates the DSCP value to be remarked. A greater DSCP value indicates a

higher 802.1p priority.

802.1p Re-marked Indicates the 802.1p value to be remarked, which is generated through
association with the DSCP value. The 802.1p value is calculated based on the
most significant 3 bits of the DSCP value.

Parent Topic: Application
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1.6.6.10 Video Device Identification

1. Click Advanced Configuration > Application tab, and choose Video Device Identification in the navigation tree on the left. In the pane
on the right, determine whether to enable the Video Device Identification function,and enter the DSCP Re-marked value.as shown in Figure
1.

Figure 1 Video Device Identification

Video Device Identification

0n this page, vou can enahle the video device identification function. Then, the packets sent by the video device are
marked with a high-priority DSCP value.

Video Device Identification

Enable Video Device
Identification:

DSCF Re-marked: A0 *0-63)

4

Cancel

2. Click Apply.

Parent Topic: Application
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1.6.6.11 Static DNS

1. Click the Advanced Configuration > Application tab and then choose Static DNS from the navigation tree.

In the right pane, configure DNS parameters, and you can also configure static DNS domain name resolution, as shown in Figure 1.
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Figure 1 Static DNS
Static DNS

Cn this page, you can configure a DNE profile, the DMNE server, and static domain name resolution.

Dns template: PRIORITY ¥

Cancel
DNS Search List Configuration
Newy Delete
Domain Mame WAN Name DMS Server
Doman wwww.abcl23.com *
Name:
WAN Name: | 1INTERNET_R_VID_10 v
DNS Server:
Cancel
Static DNS Configuration
New Delete
Domain Name [P Address
Domain domain i
Name:
[P Address: 192.168.100.10 d
Cancel

2. Click Apply.

Parent Topic: Application
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1.6.6.12 DSCP-to-Pbit Mapping

Click Advanced Configuration > Application tab, and choose DSCP-to-Pbit Mapping in the navigation tree on the left. on the left.On the right
pane, set can set the mapping rule and Pbit of the Default Mapping, as shown inFigure 1.

Figure 1 DSCP-to-Pbit Mapping
DSCP-to-Phit Mapping
on this page, you can set the priotity mapping hetween DSCP and 802.1p.

DSCP Mapping Profile

Mapping Rule: (DECP segment/mapped Phit, for

example, 7/0;12-15,17,19/1)
Phit of the Default 0 *¢0-7,Default mapping is used for DSCP without mapping rule
Mapping : specified.)

Cancel

A mapping rule indicates a newly added DSCP mapping profile. In the example, profile 1 is set and DSCP value is 7, the mapped Pbit is 0; DSCP
values 12, 13, 14, 15, 17, and 19, the mapped Pbit is 1. Different priorities are separated by semicolon (;). Field Pbit of the Default Mapping indicates

localhost:7890/printtopics.html?time=Mon Jan 13 2020 13:54:48 GMT+0100 (Central European Standard Time) 50/86


http://127.0.0.1:7890/pages/AEH0514T/04/AEH0514T/04/resources/en-us_topic_0159849036.html
http://127.0.0.1:7890/pages/AEH0514T/04/AEH0514T/04/resources/en-us_topic_0159849483.html
http://127.0.0.1:7890/pages/AEH0514T/04/AEH0514T/04/resources/en-us_topic_0159848887.html

1/13/2020 HedEx Startpage

the priority to which a DSCP value maps. In this field, values 0-7 are permitted. If no DSCP value is specified in Mapping Rule, the value set in Pbit
of the Default Mapping takes effect.

Parent Topic: Application
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1.6.7 WLAN

This topic describes how to perform 2.4G&5G basic and advanced configurations of the WLAN through the Web page.
WLAN Basic Configuration

WLAN Advanced Configuration

2.4G Basic Network Settings

2.4G Advanced Network Settings

5G Basic Network Settings

5G Advanced Network Settings
Automatic WiFi Shutdown

WiFi Coverage Management

Parent Topic: Advanced Configuration
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1.6.7.1 WLAN Basic Configuration

1. Click the Advanced Configuration > WLAN tab, and choose WLAN Basic Configuration from the navigation tree on the left. In the right
pane, configure the basic parameters of the Wi-Fi network, as shown in Figure 1.
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Figure 1 WLAN Basic Configuration

WLAN Basic Configuration

O this page, you can set basic WLAMN parameters{when the WLAN function is disabled, this page is blank).
A\ Caution:

1. Wireless network services may be interrupted temporarily after you modify wireless network parameters.
2.1t is recommended that you use the WPAZ or WRAMWRAZ authentication mode for security purposes.

¥ Enable WLAN

Newy Delete
SSID SSID Number of Associated Broadcast Security
SSIDN
Index ame Status Devices SsID Configuration
1 WirelessMetEnabled 32 Enabled Configured

SEID Configuration Details

SEID Name: WirelessMet *(1-32 characters)
Enable S81D: Cd

g:;?ct:s: of Associated 32 *(1-32)

Broadcast SSIC: rd

Enable WM: Ci

Authentication Mode: | WPAPAZ PreSharedKe ¥

Encryption Mode: TKIP&AES v
FTEEEEREE + i * - i

WPA PresharedKey: Hide * (8-63 characters or 84 hexadecimal
characters)

WPA Group Key 3600 *(500-864005)

Regeneration Interval:

Enable WFE:

WPS Mode: PBEC v

FBC: Start WPS

Apply Cancel

2. Click Apply.

Table 1 describes the basic parameters of the Wi-Fi network.

Table 1 Basic wireless network configurations

Parameter Description

Enable WLAN Indicates whether to enable the wireless network. The following parameters can be set only when the wireless
network is enabled.

SSID Name Indicates the name of the wireless network. It is used to differentiate different wireless networks. It consists of a
maximum of 32 characters, without Tab character. A default SSID1, named WirelessNet is created after the
creation of an ONT. The system can configure up to four SSIDs at a time and cannot assign IP addresses to Wi-Fi

terminals by SSID.
Enable SSID Specifies whether to enable the connection.
Associated Device Number Specifies the number of STAs. It ranges from 1 to 32.
Broadcast SSID Indicates whether to enable or hide broadcast.

o If'the option box is selected, it indicates that the SSID broadcast function is enabled. The ONT
periodically broadcasts the SSID, that is, the name of the wireless network. In this way, any STA can
search for the wireless network.

« Ifthe option box is not selected, it indicates that the SSID broadcast function is disabled. The SSID is
hidden, and the STA cannot search for the wireless network. The SSID can be obtained only through a
request.

WMM Enable Specifies whether to enable Wi-Fi multimedia.
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Parameter Description

Authentication Mode Indicates the authentication mode for the STA to request access to the wireless network. The mode can be Open,
Shared, WPA Pre-Shared Key, WPA2 Pre-Shared Key, WPA/WPA2 Pre-Shared Key, WPA Enterprise, WPA2
Enterprise, or PA/WPA2 Enterprise.

It is set to open by default, that is, the STA can access the network without authentication.

Encryption Mode Indicates the encryption mode for the STA to request access to the wireless network. The encryption mode and
encryption parameters vary with the authentication mode.
« If the authentication mode is set to Open, the encryption mode can be set to None or WEP.
« If the authentication mode is set to Shared, the encryption is WEP.
o If the authentication mode is set to WPA Pre-Shared Key, WPA2 Pre-Shared Key, WPA/WPA2
Pre-Shared Key, WPA Enterprise, WPA2 Enterprise or WPA/WPA2 Enterprise, the encryption
mode can be set to AES, TKIP, or TKIP&AES.

(N} NOTE:

¢ The security mode and encryption configured on a Wi-Fi terminal must be the same as those of an ONT. If the TKIP&AES, or AES encryption mode is not configured on
the Wi-Fi terminal, the Wi-Fi terminal may have an old-version driver. If so, update the driver version.

¢ When two SSIDs are configured, if you modify the information of an SSID, the other SSID will re-choose a channel, causing the service to be interrupted for a few
minutes.

¢ The WPS function can be used on SSID1 for only one band. In addition, do not enable WPS for multiple SSIDs in the same band. Otherwise, a Wi-Fi connection
abnormality may occur.

Parent Topic: WLAN

Copyright © Huawei Technologies Co., Ltd.
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1.6.7.2 WLAN Advanced Configuration

1. Click the Advanced Configuration > WLAN tab, and choose WLAN Advanced Configuration from the navigation tree on the left. In the
right pane, configure the basic parameters of the Wi-Fi network, as shown in Figure 1.

o NOTE:
This page is empty if Enable WLAN is not selected in Advanced Configuration.

Figure 1 Advanced Configuration

WLAN Advanced Configuration

On this page, you can set advanced WLAMN parameters{When the WLAM function is disabled, this page is blank).
A\ Caution:
Wireless network services may be interrupted temporarily after you modify wireless network parameters.

Advanced Configuration

TX Power: 100% v

Regulatory Domain: United Kingdom v

Channel: Automatic v

Channel Width: Auto 20/40 MHz v

Mode: 802.11b/g/n T

DTIM Period: 1 (1-255, default: 1)

Beacon Period: 100 r20-1000 ms, default: 100}

RTS Threshold: 23485 (1-2346 bytes, default: 2346)

Fragmentation Threshold: 23485 (256-2346 bytes, default: 2346)
Cancel

2. Click Apply.

Table 1 describes the Wi-Fi parameters of the Wi-Fi network.

Table 1 Wireless network advance parameters

Parameter Description

TX Power Indicates the transmit optical power of wireless signals. It can be set to 20%, 40%, 60%, 80%, or 100%. The
larger the value, the better the coverage of wireless signals.

Regulatory Domain Indicates the country code of the wireless network.

Channel Indicates the channel of the wireless network. The channel varies with the value of Regulatory Domain.
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Parameter Description
Channel Width Indicates the wireless channel width. It can be set to Auto 20/40 MHz, 20 MHz or 40 MHz.
Mode Indicates the supported wireless network mode. It can be set to 802.11b, 802.11g, 802.11b/g, or 802.11b/g/n.
DTIM Period Indicates the delivery period of the delivery traffic indication map (DTIM). The value ranges from 1 to 255, and

the default value is 1.

Beacon Period

Indicates the delivery period of the beacon. The beacon is used to contact other access point devices or network
control devices. The value ranges from 20 ms to 1000 ms, and the default value is 100 ms.

RTS Threshold

Indicates the request to send (RTS) threshold. It is used to avoid conflicts in data transmission in the wireless
LAN.

The smaller the RTS threshold, the higher the transmission frequency of RTS packets, and the faster of the
system recovers from an interruption or conflict. However, more bandwidths are used, which affects the
throughput of other network data packets.

The value ranges from 1 bytes to 2346 bytes, and the default value is 2346 bytes.

Fragmentation Threshold

Indicates the fragment threshold. When the size of a packet is greater than this threshold, the packet will be
fragmented. If the transmission of fragments is interrupted, only the parts that are not successfully transmitted
need to be retransmitted.

The value ranges from 256 bytes to 2346 bytes, and the default value is 2346 bytes.

Parent Topic: WLAN
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1.6.7.3 2.4G Basic Network Settings

() NOTE:

Only dual-band products support this page

1. Click the Advanced Configuration > WLAN tab, and choose 2.4G Basic Network Settings from the navigation tree on the left. In the
right pane, configure the basic parameters of the Wi-Fi network, as shown in Figure 1.
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Figure 1 2.4G Basic Network Settings

2.4G Basic Network Settings

On this page, you can set the basic parameters of 24 GHz wireless netwark(when the 2.4 GHz wireless netwaork
is disabled, this page is blank).

/b Caution:

1. Wireless network services may be interrupted temporarily after you modify wireless network parameters.
2.1t is recomrmended that you use the WPAZ or WPASWPAZ authentication mode for security purposes.

¢ Enable WLAN

New Delete
SSID SSlD Number of Associated Broadcast Security
Index SSID Name Status Devices SsID Configuration
1 WirelessMetEnabled 32 Enabled Configured

SSID Configuration Details

SSID Name:

Enable 5510

Number of Associated
Devices:

Broadcast SSID:

Enable Whh:

Authentication Mode:

Encryption Mode:

WPA PreSharediey:

WPA Group Key
Regeneration Interval:

Enable WPS:

WPS Mode:

FBC:

2. Click Apply.

WirelessMNet *({1-32 characters)
¢

32 *(1-32)

v

¢

WRPASANVPAZ PreSharedie ¥

THIP&AES T

ranes ¢ Hide * (B-63 characters or 64 hexadecimal
characters)

3600 *(600-86400s)

PEC v

Start WPS

Apply Cancel

Table 1 describes the basic parameters of the Wi-Fi network.

Table 1 Basic wireless network configurations

Parameter Description

Enable WLAN Indicates whether to enable the wireless network. The following parameters can be set only when the wireless
network is enabled.

SSID Name

Indicates the name of the wireless network. It is used to differentiate different wireless networks. It consists of a
maximum of 32 characters, without Tab character. A default SSID1, named WirelessNet is created after the

creation of an ONT. The system can configure up to four SSIDs at a time and cannot assign IP addresses to Wi-Fi
terminals by SSID.

Enable SSID

Specifies whether to enable the connection.

Associated Device Number

Specifies the number of STAs. It ranges from 1 to 32.

Broadcast SSID

Indicates whether to enable or hide broadcast.

« If the option box is selected, it indicates that the SSID broadcast function is enabled. The ONT
periodically broadcasts the SSID, that is, the name of the wireless network. In this way, any STA can
search for the wireless network.

« If the option box is not selected, it indicates that the SSID broadcast function is disabled. The SSID is
hidden, and the STA cannot search for the wireless network. The SSID can be obtained only through a
request.

WMM Enable

Specifies whether to enable Wi-Fi multimedia.
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Parameter Description

Authentication Mode Indicates the authentication mode for the STA to request access to the wireless network. The mode can be Open,
Shared, WPA Pre-Shared Key, WPA2 Pre-Shared Key, WPA/WPA2 Pre-Shared Key, WPA Enterprise, WPA2
Enterprise, or PA/WPA2 Enterprise.

It is set to open by default, that is, the STA can access the network without authentication.

Encryption Mode Indicates the encryption mode for the STA to request access to the wireless network. The encryption mode and
encryption parameters vary with the authentication mode.
« If the authentication mode is set to Open, the encryption mode can be set to None or WEP.
« If the authentication mode is set to Shared, the encryption is WEP.
« If the authentication mode is set to WPA Pre-Shared Key, WPA2 Pre-Shared Key, WPA/WPA2
Pre-Shared Key, WPA Enterprise, WPA2 Enterprise or WPA/WPA2 Enterprise, the encryption
mode can be set to AES, TKIP, or TKIP&AES.

(N} NOTE:

¢ The security mode and encryption configured on a Wi-Fi terminal must be the same as those of an ONT. If the TKIP&AES, or AES encryption mode is not configured on
the Wi-Fi terminal, the Wi-Fi terminal may have an old-version driver. If so, update the driver version.

¢ When two SSIDs are configured, if you modify the information of an SSID, the other SSID will re-choose a channel, causing the service to be interrupted for a few
minutes.

¢ The WPS function can be used on SSID1 for only one band. In addition, do not enable WPS for multiple SSIDs in the same band. Otherwise, a Wi-Fi connection
abnormality may occur.

Parent Topic: WLAN
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1.6.7.4 2.4G Advanced Network Settings

(8] NOTE:
Only dual-band products support this page

1. Click the Advanced Configuration > WLAN tab, and choose 2.4G Advanced Network Settings from the navigation tree on the left. In the
right pane, configure the basic parameters of the Wi-Fi network, as shown in Figure 1.

m NOTE:
This page is empty if Enable WLAN is not selected in Advanced Configuration.

Figure 1 2.4G Advanced Network Settings

2.4G Advanced Network Settings

On this page, you can set the advanced parameters of 2.4 GHz wireless network{(When the 2.4 GHz wireless
network is disabled, this page is blank].

A Caution:

Wireless network services may be interrupted temporarily after you modify wireless network parameters.

Advanced Configuration

TX Power: 100% v

Regulatory Domain: United Kingdom v

Channel: Automatic v

Channel Width: Auto 20/40 MHz v

Mode: 202.11b/g/n v

DTIM Period: 1 (1-255, default: 1)

Beacon Period: 100 (20-1000 ms, default: 100)

RTS Threshald: 2346 (1-2346 bytes, default: 2346)

Fragmentation Threshold: 2346 (256-23460 bytes, default: 2346)
Cancel

2. Click Apply.

Table 1 describes the Wi-Fi parameters of the Wi-Fi network.

Table 1 Wireless network advance parameters

Parameter ‘ Description
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Parameter

Description

TX Power

Indicates the transmit optical power of wireless signals. It can be set to 20%, 40%, 60%, 80%, or 100%. The
larger the value, the better the coverage of wireless signals.

Regulatory Domain

Indicates the country code of the wireless network.

Channel Indicates the channel of the wireless network. The channel varies with the value of Regulatory Domain.
Channel Width Indicates the wireless channel width. It can be set to Auto 20/40 MHz, 20 MHz or 40 MHz.

Mode Indicates the supported wireless network mode. It can be set to 802.11b, 802.11g, 802.11b/g, or 802.11b/g/n.
DTIM Period Indicates the delivery period of the delivery traffic indication map (DTIM). The value ranges from 1 to 255, and

the default value is 1.

Beacon Period

Indicates the delivery period of the beacon. The beacon is used to contact other access point devices or network
control devices. The value ranges from 20 ms to 1000 ms, and the default value is 100 ms.

RTS Threshold

Indicates the request to send (RTS) threshold. It is used to avoid conflicts in data transmission in the wireless
LAN.

The smaller the RTS threshold, the higher the transmission frequency of RTS packets, and the faster of the
system recovers from an interruption or conflict. However, more bandwidths are used, which affects the
throughput of other network data packets.

The value ranges from 1 bytes to 2346 bytes, and the default value is 2346 bytes.

Fragmentation Threshold

Indicates the fragment threshold. When the size of a packet is greater than this threshold, the packet will be
fragmented. If the transmission of fragments is interrupted, only the parts that are not successfully transmitted
need to be retransmitted.

The value ranges from 256 bytes to 2346 bytes, and the default value is 2346 bytes.

Parent Topic: WLAN
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1.6.7.5 5G Basic Network Settings

(8] NOTE:
Only dual-band products support this page.

1. Click the Advanced Configuration > WLAN tab, and choose 5G Basic Network Settings from the navigation tree on the left. In the right
pane, configure the basic parameters of the 5G Wi-Fi network, as shown in Figure 1.
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Figure 1 5G Basic Network Settings
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5G Basic Network Settings

Cn this page, you can set the basic parameters of 5 GHz wireless netwark(When the 5 GHz wireless network is

disabled, this page is blank).

A Caution:

1. wireless netwaork services may be interrupted temporarily after you modify wireless network parameters.
2.1t is recommended that you use the WPAZ or WPAWPAZ authentication mode for security purposes.

7 Enable WLAN
New Delete
SSID SSID Number of Associated Broadcast Security
SSID N
Index ame Status Crevices SSID Configuration
5 \;\grelessl\let— Enabled 32 Enabled  Configured

SSID Configuration Details

SSID Mame:

Enable SEI0: 4
Number of Assaciated 39
Devices:

Broadcast SSID: v
Enable Whih: 2

Authentication Mode:

Encryption Maode:

WirelessNet-5G

*{1-32 characters)

*(1-32}

WPASANPAZ PreSharedie

TKIP&AES v

¢ Hide * (8-63 characters or &4 hexadecimal

WPA PreSharedKey:
charactars)
WPA Group Key 3600 +(600-864005)
Regeneration Interval:
Enable WPS:
WPS Mode: PEC v
FBC: Start WPS

Apply

2. Click Apply.

Cancel

Table 1 describes the 5SG basic Wi-Fi network settings.

Table 1 5G basic network settings

Parameter Description

Enable WLAN Indicates whether to enable the wireless network. The following parameters can be set only when the wireless
network is enabled.

SSID Name Indicates the name of the wireless network. It is used to differentiate different wireless networks. It consists of a

maximum of 32 characters, without space or Tab character. A default SSID1, named WirelessNet is created after
the creation of an ONT. The system can configure up to four SSIDs at a time and cannot assign IP addresses to
‘Wi-Fi terminals by SSID.

Enable SSID

Specifies whether to enable the connection.

Associated Device Number

Specifies the number of STAs. It ranges from 1 to 32.

Broadcast SSID

Indicates whether to enable or hide broadcast.

« If the option box is selected, it indicates that the SSID broadcast function is enabled. The ONT
periodically broadcasts the SSID, that is, the name of the wireless network. In this way, any STA can
search for the wireless network.

« If the option box is not selected, it indicates that the SSID broadcast function is disabled. The SSID is
hidden, and the STA cannot search for the wireless network. The SSID can be obtained only through a
request.

WMM Enable

Specifies whether to enable Wi-Fi multimedia.
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Parameter Description

Authentication Mode Indicates the authentication mode for the STA to request access to the wireless network. The mode can be Open,
Shared, WPA Pre-Shared Key, WPA2 Pre-Shared Key, WPA/WPA2 Pre-Shared Key, WPA Enterprise, WPA2
Enterprise, or PA/WPA2 Enterprise.

It is set to open by default, that is, the STA can access the network without authentication.

Encryption Mode Indicates the encryption mode for the STA to request access to the wireless network. The encryption mode and
encryption parameters vary with the authentication mode.
« If the authentication mode is set to Open, the encryption mode can be set to None or WEP.
« If the authentication mode is set to Shared, the encryption is WEP.
o If the authentication mode is set to WPA Pre-Shared Key, WPA2 Pre-Shared Key, WPA/WPA2
Pre-Shared Key, WPA Enterprise, WPA2 Enterprise or WPA/WPA2 Enterprise, the encryption
mode can be set to AES, TKIP, or TKIP&AES.

(N} NOTE:

¢ The security mode and encryption configured on a Wi-Fi terminal must be the same as those of an ONT. If the TKIP&AES, or AES encryption mode is not configured on
the Wi-Fi terminal, the Wi-Fi terminal may have an old-version driver. If so, update the driver version.

¢ When two SSIDs are configured, if you modify the information of an SSID, the other SSID will re-choose a channel, causing the service to be interrupted for a few
minutes.

¢ The WPS function can be used on SSID1 for only one band. In addition, do not enable WPS for multiple SSIDs in the same band. Otherwise, a Wi-Fi connection
abnormality may occur.

Parent Topic: WLAN

Copyright © Huawei Technologies Co., Ltd.
Copyright © Huawei Technologies Co., Ltd.

< Previous topic Next topic >

1.6.7.6 SG Advanced Network Settings

(8] NOTE:
Only dual-band products support this page.

1. Click the Advanced Configuration > WLAN tab, and choose SG Advanced Network Settings from the navigation tree on the left. In the
right pane, configure the basic parameters of the 5G Wi-Fi network, as shown in Figure 1.

m NOTE:
This page is empty if Enable WLAN is not selected in SG Basic Network Settings.

Figure 1 5G Advanced Network Settings
5G Advanced Network Settings

On this page, you can set the advanced parameters of 3 GHz wireless network(When the 5 GHz wireless netwark
is disabled, this page is blank).
M Caution:

‘Wireless network services may be interrupted temporarily after you modify wireless network parameters.

Advanced Configuration

TX Power: 1009% v

Regulatory Domain: United Kingdom v

Channel: Automatic v

Channel Width: Auto 20/40/80 MHz ¥

Mode: 202.11a/n/ac v

Band Steering: 4

DTIM Period: 4 (1-255, default: 1)

Beacon Period: 100 (20-1000 ms, default: 100}

RTS Threshaold: 2346 (1-2346 bytes, default: 2346)

Fragmentation Threshold: 2346 (256-2346 bytes, default: 2346
Cancel

2. Click Apply.

Table 1 describes the Wi-Fi parameters of the 5G Wi-Fi network.

Table 1 Wireless network advance parameters
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Parameter Description

TX Power Indicates the transmit optical power of wireless signals. It can be set to 20%, 40%, 60%, 80%, or 100%. The
larger the value, the better the coverage of wireless signals.

Regulatory Domain Indicates the country code of the wireless network.

Channel Indicates the channel of the wireless network. The channel varies with the value of Regulatory Domain.

Channel Width Indicates the wireless channel width. It can be set to Auto 20/40/80 MHz, Auto 20/40 MHz, 20 MHz or 40
MHz.

Mode Indicates the supported wireless network mode. It can be set to 802.11b, 802.11g, 802.11b/g, or 802.11b/g/n.

DTIM Period Indicates the delivery period of the delivery traffic indication map (DTIM). The value ranges from 1 to 255, and

the default value is 1.

Beacon Period Indicates the delivery period of the beacon. The beacon is used to contact other access point devices or network
control devices. The value ranges from 20 ms to 1000 ms, and the default value is 100 ms.

RTS Threshold Indicates the request to send (RTS) threshold. It is used to avoid conflicts in data transmission in the wireless
LAN.

The smaller the RTS threshold, the higher the transmission frequency of RTS packets, and the faster of the
system recovers from an interruption or conflict. However, more bandwidths are used, which affects the
throughput of other network data packets.

The value ranges from 1 bytes to 2346 bytes, and the default value is 2346 bytes.

Fragmentation Threshold Indicates the fragment threshold. When the size of a packet is greater than this threshold, the packet will be
fragmented. If the transmission of fragments is interrupted, only the parts that are not successfully transmitted
need to be retransmitted.

The value ranges from 256 bytes to 2346 bytes, and the default value is 2346 bytes.

Parent Topic: WLAN
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1.6.7.7 Automatic WiFi Shutdown

1. Click the Advanced Configuration > WLAN tab, and choose Automatic WiFi Shutdown from the navigation tree on the left. In the right
pane, configure the scheduled WiFi shutdown time segment, to enable the WiFi network to be automatically shut down when the WiFi
network is not in use, as shown in Figure 1.

Figure 1 Automatic WiFi Shutdown

Automatic WiFi Shutdown
Onthis page, you can enahle autornatic WiFi shutdown in a specified period as required.
Automatic Shutdown Configuration

¥ Enable automatic Wikl shutdown

Start End hon Tues Wed Thur Fri Sat Sun
18 |:/00 17 |30 L4 L4 v v 4 v v
bl : : ] ] "] "] vl v ]
3 v v v ’ ’ ’ v
4 ¥ ¥ "] s r e v

Cancel

2. Click Apply.

Parent Topic: WLAN
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1.6.7.8 WiFi Coverage Management

1. Click the Advanced Configuration > WLAN tab, and choose WiFi Coverage Management from the navigation tree on the left. In the
right pane, specify the SSID used for smart WiFi coverage and add the identified external AP devices to the WiFi network, as shown in Figure
1 and Figure 2.
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Figure 1 Wi-Fi Parameter Configuration

WiFi Coverage Management
Onthis page, you can specify the SSI0 for a Wii-Fi network and add the scanned external AP to this Wi-Fi network. Then,

the external AP and this device construct an entire Wi-Fi network and your wireless devices can seamlessly access this
netwark.

7 Enable WiFi coverage (taking effect after the ONT resets)

WIi-Fi Parameter Configuration Wi-Fi Network Management
Configure 2.4G Parameters Go to the WLAN Basic Configuration web page
Broadcast  Authentication and
SSID N P d
ame SSID Encryption Maode asswer
WirelessNet Enabled | WPA-WPAZ-Personal | |essssess Hide

Configure 5G Parameters New Modify Delete

Broadcast  Authentication and
SSID Encryption Maode

SSID Name Password

O WirelessNet Enabled  WPFA-WPAZ-Personal ||sssseses Hide

Select a policy to synchronize Wi-Fi parameters to the newly detected external AP.

Do not enable automatic synchronization.
* Specify the SEID for automatic synchronization. WirelessNet{2A4G) ¥ || WirelessNet(5G) ¥

Enable best-effort synchronization according to AP
capabilities.

External AP List

Cevice Model Serfal Number  Status Online Duration Configuration Status

Figure 2 Wi-Fi Network Management
WiFi Coverage Management

0n this page, vou can specify the SSI10 for a Wi-Fi network and add the scanned external AP to this Wi-Fi network. Then,
the external AP and this device construct an entire ¥Wi-Fi network and yourwireless devices can seamlessly access this

netwark.

“/ Enable WiFi coverage (taking effect after the ONT resets)
WIi-Fi Parameter Configuration Wi-Fi Network Management

Synchronize WLAN frequency band status to the external AP

Roaming and Switching Configuration

Enable roaming and 7

switching: Display Advanced Settings

Cancel

Wi-Fi Operation for the Whole Network

Forced channel
reselection

Automatic Network Topology Adjustment Policy

® Mo cascaded STAs Deteriorated cascade link quality

Cancel

2. Click Apply.

Parent Topic: WLAN
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1.6.8 Voice

This topic describes how to configure the voice service through the Web page.

(AN NOTE:

The Web page for configuring the voice service varies with the voice protocols. The following topics describe the Web pages after the H.248 protocol and the SIP protocol are
loaded.

VolP Basic Configuration
VolP Advanced Configuration

SIP/H.248 Protocol Conversion

Parent Topic: Advanced Configuration

Copyright © Huawei Technologies Co., Ltd.
Copyright © Huawei Technologies Co., Ltd.

< Previous topic Next topic >

1.6.8.1 VoIP Basic Configuration

¢ VoIP Basic Configuration - SIP protocol

1. In the navigation tree on the left, choose Advanced Configuration > Voice > VoIP Basic Configuration. In the pane on the right,

parameters of a VoIP interface can be configured, including the IP addresses of the primary server and secondary server, and
digitmap.
a. Configure the basic parameters for a voice interface.
Figure 1 Interface basic paramaters-SIP protocol

VolP Basic Configuration
Onthis page, you can set hasic SIP parameters.
Basic Profile Parameters(SIP)

Outhound Proxy Senver
Address:

Cuthound Proxy Server Port: |3060 (0-05535)

Address of the Standby
Cuthound Proxy Server:

Fort of the Standhby
Cuthound Proxy Server:
Address of the Primary Proogy

192.168.100.20 (IF or domain)

(IF or domaind

5060 (0-65335)

(IF or domain)

Server:

Fort of the Primary Proxy 060 (0-65535)

Server:

Address of the Standby 1P or domaln)

Proxy Server:

Paort of the Standby Prowxy 5060 (0-65535)

Server:

Home Domain: IF or domaind

Local Port: 5060 F0—65535
[xAB CO).S|[<ABCD) #

Digitmap:

Digitmap Matching Mode: | Min ¥

Registration Period: 6500 (1-65534s)

brQ ¥ [{Select the name of the WAN that will carry the voice
signaling messages.)

br0 ¥ [(Select the name of the WAN that will carry the voice media.
The name is the same as the signaling port name when it is empty.)

Signaling Port:
Media Port:

Region: China v

b. Configure basic parameters for a SIP voice user.
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Figure 2 User basic parameters-SIP protocol

Basic User Parameters{SIP)

New Delete

No. URI Registration LUser Name

Enable User:
LRIz
Registration User Name:

Associated POTS Port:

Authentication User Name:

Authentication User Name  Password SR O

Part
- b e 1
—_ Er ey 2

(LRI
FEFI00Z0 {phone number)
2 v

waiceuserdl (The length must be between 0-64.)

Passwiord:

2. Click Apply.

Double-Click to select all.)

(The length must be between 0-64.

Cancel

Table 1 describes the parameters used for configuring a VoIP interface based on the SIP protocol.

Table 1 Parameters used for configuring a VoIP interface based on the SIP protocol

Parameter

Description

Basic Interface Parameters(SIP)

Outbound Proxy Server Address

Indicates the IP address (provided by the ISP) of the primary SIP outbound server. This server IP
address overrides the primary server IP address. Specifically, when IP addresses of both the primary
outbound server and the primary server are configured, the primary server IP address does not take
effect.

Outbound Proxy Server Port

Indicates the ID (provided by the ISP) of the port used for communication between the primary SIP
outbound server and the VoIP terminal. The ID ranges from 1 to 65535 and the default ID is 5060.

Outbound Proxy Server Port

Indicates the IP address (provided by the ISP) of the secondary SIP outbound server.

Port of the Standby Outbound Proxy
Server

Indicates the ID (provided by the ISP) of the port used for communication between the secondary
SIP outbound server and the VoIP terminal. The ID ranges from 1 to 65535 and the default ID is
5060.

Address of the Primary Proxy Server

Indicates the IP address (provided by the ISP) of the primary SIP proxy server.

Port of the Primary Proxy Server

Indicates the ID (provided by the ISP) of the port used for communication between the primary SIP
proxy server and the VoIP terminal. The ID ranges from 1 to 65535 and the default ID is 5060.

Address of the Standby Proxy Server

Indicates the IP address (provided by the ISP) of the secondary SIP proxy server.

Port of the Standby Proxy Server

Indicates the ID (provided by the ISP) of the port used for communication between the secondary
SIP proxy server and the VoIP terminal. The ID ranges from 1 to 65535 and the default ID is 5060.

Home Domain

Indicates the domain of the registration server of the VoIP terminal in network communications,
such as softx3000.huawei.com.

Local Port Indicates the ID of the local port on the ONT. The ID ranges from 1 to 65535 and the default ID is
5060.

Digitmap Indicates the voice digitmap.

Digitmap Match Mode Indicates the digitmap matching mode, including Min and Max.

» Min: If the dialed character string matches a digitmap scheme, the system immediately
reports the number to the call proxy.

e Max: If the dialed character string matches a digitmap scheme, the system does not
immediately report the number to the call proxy but starts the short timer. If a user does
not continue dialing digits, the system reports the number to the call proxy after the short
timer times out; if the user continues dialing digits and the number matches the long
digitmap, the system reports the number that matches the digitmap to the call proxy.

Registration Period

Indicates the valid registration period. When this period expires, the SIP user needs to register
again. The value range is 1s to 65534s, and the default value is 600s.

Signaling Port Indicates the signaling WAN port used for connecting the VoIP terminal to the SIP server.
Media Port Indicates the media streams WAN port used for connecting the VoIP terminal to the SIP server.
Region Indicates the country code.
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Parameter Description

Basic User Parameters(SIP)

Enable User Enables or disables a SIP user. The SIP user starts the registration only after being enabled.

URI Indicates the SIP user identifier. It uniquely identifies a SIP user and the value must be the same as
the configuration on the IMS.

Registration User Name Indicates the name used for SIP user registration. It is generally the user phone number.

Associated POTS Port Indicates the POTS port associated with the SIP user.

Authentication User Name Indicates the user name used for authentication on the IMS. It must be the same as the configuration
on the IMS.

Password Indicates the password used for authentication on the IMS. It must be the same as the configuration
on the IMS.

¢ VolIP Interface Configuration - H.248 Protocol

1. In the navigation tree on the left, choose Advanced Configuration > Voice > VoIP basic Configuration. In the pane on the right,
parameters of a VoIP interface can be configured, including the address of the primary MGC, device name, and region, as shown in

Figure 3 and Figure 4.

a. Configure the basic parameters for a voice interface.

Figure 3 Interface basic parameters-H.248 protocol

VolP Basic Configuration

(On this page, you can set basic H.248 parameters.

Basic Interface Parameters(H.248)

Address of the Primary MGC: *(IF or domain}
Paort of the Primany MGC: 2944 m{0-65535)
;idgess of the Standby 1P or domain)
Port of the Standby MGC: 2944 (0-55539)

MG Domain:

MG Port: 2944 *{0-65535)

Device Name:
MID Format: IP v

Digitmap Matching Mode: | Min ¥
Enable Digitmap Auto-

v

match:

RTP TID Prefix: A100 (AN RTP TID consists of the prefix and a
numier.)

Start Number in RTF TID: 0

‘;}Eth ofNumberin RTP (0 (Number of digits after the RTP TID prefix)
br ¥ [iSelect the name of the WAN that will carry the vaice
signaling messages.)

brQ ¥ |{Select the name of the WAN that will carry the voice media.

The name is the same as the signaling port name when it is empty.)

Signaling Port:
Media Port:

Region: China v

b. Configure basic parameters for an H.248-based voice user.
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Figure 4 User basic parameters-H.248 protocol
Basic User Parameters(H.248)
Newy Delete
No. Physical TID Associated POTS Port
1 == 1
2 = 2

Enable Physical TID:
Physical TIC:

Associated POTS Port:

2. Click Apply.

Apply Cancel

Table 2 describes parameters used for configuring a VoIP interface based on the H.248 protocol.

Table 2 Parameters used for configurin;

a VoIP interface based on the H.248 protocol

Parameter

Description

Basic Interface Parameters(H.248)

Address of the Primary MGC

Indicates the IP address (provided by the ISP) of the primary MGC server.

Port of the Primary MGC

Indicates the ID (provided by the ISP) of the port used for communication between the primary
MGGC server and the VoIP terminal. The ID ranges from 1 to 65535 and the default ID is 2944.

Address of the Standby MGC

Indicates the IP address (provided by the ISP) of the secondary MGC server.

Port of the Standby MGC Indicates the ID (provided by the ISP) of the port used for communication between the
secondary MGC server and the VoIP terminal. The ID ranges from 1 to 65535 and the default
1D is 2944.

MG Domain Fill the domain name when MID Format is set to Domain Name, such as user.huawei.com.

MG Port Indicates the ID of the local port on the ONT. The ID ranges from 1 to 65535 and the default ID

is 2944,

Device Name

Fill the device name when MID Format is set to Device Name.

MID Format Indicates the MG registration format. It can be the MG domain name, IP address, or device
name. The MG register format must be the same as the register format provided by the ISP.
Digitmap Matching Mode Indicates the digitmap matching mode, including Min and Max.

o Min: If the dialed character string matches a digitmap scheme, the system immediately
reports the number to the softswitches.

o Max: If the dialed character string matches a digitmap scheme, the system does not
immediately report the number to the softswitches but starts the short timer. If a user
does not continue dialing digits, the system reports the number to the softswitches
after the short timer times out; if the user continues dialing digits and the number
matches the long digitmap, the system reports the number that matches the digitmap to
the softswitches.

Enable Digitmap Auto-match

Enables or disables the function of digitmap auto match.

RTP TID Prefix Indicates the index of the ephemeral termination. The default prefix on Huawei softswitches is
A100.

Start Number of RTP TID Indicates the start number of RTP TID. The default start number is 0.

Width of RTP TID Number Indicates the width of RTP TID. The default number is 6.

Signaling Port Indicates the signaling WAN port used for connecting the VoIP terminal to the MGC server.

Media Port Indicates the WAN port of the voice media streams. When the name of the media port is empty,
it indicates that the name of the media port is the same as that of the signaling port.

Region Indicates the country code.

Basic User Parameters(H.248)

Enable Physical TID

Enables or disables an ONT POTS port.

Physical TID

Indicates the POTS port identifier.

Associated POTS Port

Indicates the binding of a POTS port and a physical terminal.

Parent Topic: Voice
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1.6.8.2 VoIP Advanced Configuration

¢ VoIP Advanced Configuration - SIP protocol

1. IIn the navigation tree on the left, choose Advanced Configuration > Voice > VoIP Advanced Configuration. In the pane on the
right, you can configure parameters of a VoIP user, including the register user name, authentication user name, password, and
associated POTS, as shown in Figure 1 and Figure 2.

Figure 1 VoIP advanced configuration - advanced parameters (SIP protocol)

VolP Advanced Configuration

on this page, you can set advanced SIP parameters.

Advanced Profile Parameters(SIP)

Enable Echo Cancellation:

Enable Subscribe:

Silence detection:

Silence compression mode:

Fax Transmode:

Fax Switch Mode:

Profile Parametars:

Software Parametears:
Digitmap Short Timer:
Digitmap Long Timer:
Shared User Mode:

Multthoming Mode:

DTMF Transmission Maode:

Ld

Codec T
pass-through r
Megotiation ¥

1=2:2=1:3=14=05=0:6=0:7=1:8=600:9=1;
10=0011=0:12=0:13=1:14=1:15=0;16=0:17 7
=0 1B=0-19=0-20=1-21=0-22=123=hd- 2= =

Default r
5 (units)
10 funits)
Disabled r

Dual hominglautomatic switchback) ¥

Transparent Transmission ™

RFC2833 FPayload Type: a7 (96-127)
Voice Server Type: IMS SIP Server A\
Offhook DT-AS ACK Intensal: |160 (unitmsi(0-1000%
Option 120 Priority: Highest v
DSP Template Parameters
New Delete
Na. Remote Telephone Mumber
1

Advanced User Parameters{SIP)

DEP Template

Associated FOTS

Na. URI Registration User Mame Authentication User Mame Port

1 = F7730020 wolceuser(l 2

2| - == == i

Codec Facket Time {ms) Pricority Enakle coril:sc;on

G711 IMuLaw 20 v 2 {1-100} v
G.711ALaw 20 T 1 {1-100) Ld
G728 20 v 3 {1-100) 7
G722 20 T 4 {1-100) Ld

D&EP TX Gain: 0 MWalue range: -100 to 50 in the unit of 0.1 db)
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DSP RX Gain: |0 |(Va|ue range:-100 to 100 in the unitof 0.1

Enable Hotline: ]

Hotline Numiser: | (0-32)

Hotline Delay: 5 (units)(0-255)

Enable Call Forwarding
Unconditional:

Call Forwarding |
Unconditional Mumber:

(0-32)

Enable Call Forwarding Busy: [J

Call Forwarding Busy |
Number:

Enable Call Forwarding on
No Reply:

Call Forwarding on No Reply |
Number:

(0-32)

(0-32)

Call Waiting 7]
Message Waiting Indicator @
Three-party Call 72
Call Holding 3]
Malicious Call Identification [
Caller ID Display 7]
Call Transfer ]
Anonymaous Call (]

Activate Anonvmous Call (]
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Figure 2 VoIP advanced configuration - physical Port parameters (SIP protocol)

Physical Port Parameters

PortID: 1 v
Ringing Voltage: 74 Wrms v

DC Voltage: 0 unity)

Port TX gain: 0 db v

Port RX gain: -7 db v

o g

?I-:S:OOK Confirmation 0 (unitms)

Impedance: 600 shrn v
Feed Current: 25 funitmA)

CUF Format: Mdrnf-fsk v

FEK Transmission Delay: 200 funitms)

CLIP Flowy: After ring v

Enable DSP Template:

Global DEP Template Name: v

Display Time in CLP: 2

Enable DSF HighPass Filter:

Enable Forced FEK
Transmission:

Apply Cancel

2. Click Apply.

Table 1 describes the advanced parameters used for configuring a VoIP interface based on the SIP protocol.

Table 1 Advanced p

arameters used for configuring a VoIP interface based on the SIP protocol

Parameter

‘ Description

Advanced Profile Parameters(SIP)

Enable Echo
Cancellation

Enables or disables echo cancellation. By default, echo cancellation is enabled.

Enable Subscribe

Enables or disables subscription of user rights. When the server type is NGN SIP, this function is disabled.

Silence detection

Indicates a silence detection method for a network call. This method is used to detect silence in full-duplex and half-duplex modes,
isolates voice from background noise, and filters out redundant audio data.

Silence detection function controls the global mode in silence compression mode.

Silence compression
mode

Supports 2 modes:

¢ Codec mode: In Advanced User Parameters(SIP), select Silence compression . Then, you can set G.711MuLaw,
G.711ALaw, G.729 and G.722.

¢ Global mode: Select Silence detection, and you can configure all coding/decoding modes.

Fax Transmode

Indicates the fax mode, including pass-through and T.38.
¢ Pass-through: The MG encodes the fax signals transmitted by a fax machine according to the voice codec (G.711), and then
coverts such signals into the RTP data packets for real-time transmission over an IP network.

o T.38: The MG, through ITU-T T.38, converts the T.30-compliant fax signals transmitted by a fax machine into the T.38
packets for transmission over an IP bearer network.

Fax Switch Mode

Indicates the fax switching mode, including negotiation and self-switch. The fax switching mode is selected according to the customer
requirements.

Profile Parameters

Indicates the control point parameters. Such parameters are selected according to the softswitch. Generally, the default settings are
adopted.

Software Parameters

Indicates the software parameters. Such parameters are selected according to the softswitch. Generally, the default settings are adopted.

Digitmap Short Timer

Indicates the short timer of the digitmap. This timer starts up if a number that matches digitmap A is dialed and then matches digitmap
B.
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Parameter

Description

Digitmap Long Timer

Indicates the long timer of the digitmap. This timer starts up if the dialed digits comply with the dialing scheme but one more digit is
required.

Shared User Mode

Specifies whether to bind telephone numbers to phone ports.
o Disabled: The shared user mode is disabled.
o Parallel ringing: If this option is selected, only one telephone number can be configured. That is, all phone ports on the ONT

share a telephone number. All telephones ring together when an incoming call is made. If two telephone numbers are
configured, this option is invalid.

Multihoming Mode

The multi-homing mode supports multiple IP addresses for one end point. That is, one end point can use multiple physical network
ports. This improves the end point reliability. If this mode is enabled, two servers (active/standby) must be configured.
o Disabled: The multi-homing mode is disabled.
¢ Dual homing (not automatic switchback): Once an ONT is registered with a softswitch (no matter active or standby), the
softswitch is always used as long as it works correctly.

¢ Dual homing (automatic switchback): The ONT switches back to the active softswitch when detecting that the active
softswitch recovers and is reachable.

¢ Loading sharing: The ONT is registered with one of the addresses resolved from the domain name to ensure that multiple
softswitches process services in load sharing mode.

DTMF Transmission
Mode

Specifies the DTMF signal transmission mode. DTMF signals can be transmitted transparently or in RFC2833 packets.

RFC2833 Payload Type

Specifies the payload value used for transmit DTMF signals in RFC2833 packets. It ranges from 96 to 127.

Voice Server Type

Indicates the supported voice server type.
o IMS SIP Server: core network service type based on the SIP protocol.
« Softswitch: softswitch NGN service type based on the SIP protocol.
o H.248 Server: H.248 service type.

Offhook DT-AS ACK
Interval

Indicates the time during which the DT-AS signal (detects whether a phone supports offhook CLIP) waits for a response from the phone.

Advanced User Parameters(SIP)

Codec Indicates encoding/decoding. In encoding, the DSP encodes TDM voice data into packets and sends the packets to the IP network. In
decoding, the DSP decodes the voice packets received from the network and sends the data to the TDM side. Four types of codec are
supported: G.711MuLaw, G.711ALaw, G.729, and G.722; and supports silence compression.

Packet Time Indicates the interval at which the DSP assembles voice packets. Different encoding modes support different packetization periods. The
period can be 10 ms, 20 ms, or 30 ms, and the default period is 20 ms.

Priority Indicates the codec priority. Two users negotiate the priority in descending order. Currently, priorities 1-4 are supported, with 1 being the
highest priority.

Enabled Indicates whether the user carries the codec (enable: carry; disable: not carry).

DSP TX Gain Indicates the direction in which gain takes effect: from the local POTS side to the remote IP side.

DSP RX Gain Indicates the direction in which gain takes effect: from the remote IP side to the local POTS side.

Enabled HotLine

Enables or disables the hotline function.

HotLine Number

Indicates the hotline number. After the user specifies a number as the hotline number and also enables the hotline function, the number is
automatically dialed if the user does not dial the number following a delay time expiration after offhook.

HotLine Delay

Indicates the period over which the user does not dial the number after offhook.

Enable Call Forwarding
Unconditional

Enables the call forwarding unconditional (CFU) function. A called party-side service, with which, a user can unconditionally forward
all incoming calls to a designated forwarded-to number or a voice mailbox.

Call Forwarding
Unconditional Number

Indicates the forwarded-to number.

Enable Call Forwarding
Busy

Enables the call forwarding busy (CFB) function. A called party-side service, with which, a user can forward all incoming calls to a
designated forwarded-to number or a voice mailbox when the user is busy on another call.

Call Forwarding Busy
Number

Indicates the forwarded-to number.

Enable Call Forwarding

Enables the call forwarding on no reply (CFNR) function. A called party-side service, with which, a user can forward all incoming calls

on No Reply to a designated forwarded-to number or a voice mailbox if the calls are not answered within a preset period.

Call Forwarding on No | Indicates the forwarded-to number.

Reply Number

Call Waiting A called party-side service, with which, if user C calls user A when user A is talking with user B, user A hears a call waiting (CW) tone

indicating that there is an incoming call.

Message Waiting
Indicator

This indicator on the phone is on when receiving a new message for a user who is provisioned with the voice mailbox service.

Three-party Call

When user A is communicating with user B and user C wants to join the call, user A can call user C without disconnecting the call with
user B. In this case, these 3 users can communicate with each other or two of three can communicate with each other.

Call Holding

A user in a call can hold this call.

Malicious Call
Identification

A called party-side service, with which, a user can identify the calling number if the user receives a malicious call.
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Parameter

Description

Caller ID Display

A called party-side service allows the number of the calling party to be presented to the called party.

Anonymous Call

This service does not allow the number of the calling party who registers this service to be presented to the called party.

Call Transfer

Enables or disables the call transfer function.

Physical Port Parameters (SIP)

Ringing Voltage Indicates the voltage when a phone rings.

DC Voltage Indicates the DC voltage on a voice port.

Port TX gain Indicates the Tx gain on a port.

Port RX gain Indicates the Rx gain on a port.

Lower Threshold for Indicates the lower threshold for flash hooking (press the flash button). This function is used for call transfer from an external call to an
Flash Hooking Duration | internal call.

Upper Threshold for Indicates the upper threshold for flash hooking.

Flash Hooking Duration

On-hook Confirmation
Time

Indicates the onhook confirmation time.

Impedance

Indicates the impedance of the connected device.

Feed Current

Feed current supplies power to speech circuits, which requires only current but no voltage.

CLIP Format Specifies the CLIP format that is supported by the connected phone, including Mdmf-FSK, Sdmf-FSK, Dtmf, R1.5, and Etsi.
FSK Transmission Delay | Indicates the delay before FSK signals are issued.
CLIP Flow o After ring: the number of the calling party is presented after ringing.
« Before ring: the number of the calling party is presented before ringing.
Enable DSP Template This function can only be used for maintenance and cannot be enabled.
Polarity Reversal on Enables or disables polarity reversal on a POTS port. This function is usually used for charging.
POTS Port
Display Time in CLIP Enables or disables time synchronization on a phone. After this function is enabled, the ONT issues time to the phone.

Enable DSP HighPass
Filter

Enables this function to mask the low frequency (lower than 50 Hz) interference on the phone.

Enable Forced FSK
Transmission

Enables or disables forced FSK transmission.

(L) NoTE:

Physical Port Parameters specify the POTS port physical parameters and the parameter names use the standard terms, which are unnecessary to be described here.

¢ VoIP Advanced Configuration - H.248 Protocol

1. In the navigation tree on the left, choose Advanced Configuration > Voice > VoIP Advanced Configuration. In the pane on the
right, you can configure the line name and associated POTS, as shown in Figure 3.

Figure 3 VoIP advanced configuration - H.248 protocol
VolP Advanced Configuration

Onthis page, you can set advanced H.248 parameters.

Configure Global Parameters(H.248)

Enable Echo Cancellation:

Fax Transmode:

Fax Switch Mode:

Profile Index:

Profile Parameters:

Software Parameter:

rd

L

pass-through

MNegotiation

v

User-defined

0=0:1=2:2=2:3=04=05=06=0:7=0:8=0:9=

0:10=0:11=1:12=1:13=0;14=0;15=0:16=0;1 ™
F=018=019=0-20=0-1=0-22=0-23=0-24= 4
User-defined

v

User-defined Software
Parameters:

Start Negotiated Version:

Digitmap Start Timer:

Digitmap Short Timer:

33=1;
¥ (0 indicates that the H.248 version is
negotiated based on profile parameters.)

20 funitsa0-900)

g funitsp0-900)
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Ligitmap Long |imer: 10 LN EU-SUU)
Enable Heartheat: v

Heartheat Message Interval: |600 runitsh
HeartbeaF I\.f]essage 60 (units)
Retransmission Interval:

Heartbeat Message 3

Retransmission Count:

Offhook DT-AS ACK Interval: |160 unitmsi(0-1000%

DSP Template Parameters

New Delete

Nao. Remaote Telephone Number DSP Template

1 v

User Advanced Parameters(H.248)

NG, Line Name Associated POTS
1 -- 1
2 -- 2
DsSP TX Gain: 0 Walue range: -100 to 50 in the unit of 0.1 db)
DSP RX Gain: ;)b) Malue range: -100 to 100 in the unit of 0.1

Physical Port Parameters

Port [0 1 v
Ringing Voltage: 74 ¥rms v
DC Voltage: 0 unity)
Port TX gain: 0 db v
Port RX gain: -7 db v

Lower Threshold for Flash

Hooking Duration: 9 funitms)

-?;:;::OOK Confirmation 0 (unitms)

Impedance: 600 shrn v
Feed Current: 25 runitmagy

CUP Format: Mdrmnf-fsk v

FEK Transmission Delay: 200 unitmsy

CLIP Flow: After ring v

Enable DSP Template:

Global DSP Template Name: v

Display Time in CUP: v

Enable DSP HighPass Filter:

Enable Forced FaK
Transmission:

Apply Cancel

2. Click Apply.

Table 2 describes the advanced parameters used for configuring a VoIP interface based on the H.248 protocol.

Table 2 Advanced parameters used for configuring a VoIP interface based on the H.248 protocol

‘ Parameter Description
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Parameter Description

Enable Echo Cancellation Echo is mainly produced in the PSTN user, the echo of user port allows remote users feel the affects call quality
and.

Fax Transmode The fax can be divided into fax pass through (G.711), T.38 fax (T.38 encoding).

Fax Switch Mode Whether to participate in the SIP signaling, fax type can be divided into consultations fax, since switching the
fax.

Profile Index The system has built-in universal profile index, if does not meet the demand, according to the actual specific

configuration Profile index.

Profile Parameters If the profile index is User-defined, configure the profile parameter according to actual configurations.

Soft Parameter Select the default software parameters.

Start Negotiate Version H.248 version of the negotiations based on the profile parameter.

Digitmap Start Timer Indicates the start timer of the digitmap. This timer starts up when a user picks up the phone and hears the dialing

tone. If the user does not dial digits within the time specified by the timer, the call is released.

Digitmap Short Timer Indicates the short timer of the digitmap. This timer starts up if a number that matches digitmap A is dialed and
then matches digitmap B.

Digitmap Long Timer Indicates the long timer of the digitmap. This timer starts up if the dialed digits comply with the dialing scheme
but one more digit is required.

() NOTE:

Physical Interface Parameters and Advanced User Parameters specify the POTS port physical parameters and the parameter names use the standard terms, which are unnecessary
to be described here.

Parent Topic: Voice
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1.6.8.3 SIP/H.248 Protocol Conversion

Click the Advanced Configuration > Voice tab, and choose SIP/H.248 Protocol Conversion from the navigation tree on the left.

1. In the right pane, you can change the VoIP protocol (SIP or H.248) by changing the value of the Voice parameter, as shown in Figure 1.
Figure 1 SIP/H.248 Protocol Conversion

SIP/H.248 Protocol Conversion

Onthis page, you can set a protocol forvaolP. The operation will interrupt the ongoing call and clear current user data.

Voice SIF v

(N} NOTE:

Exercise caution when performing this operation because it will interrupt the ongoing call and delete current data.

2. Click Apply.

Parent Topic: Voice
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1.6.9 System Management

This topic describes how to Manage the system on the Web page, including the configuration of TR-069, Account Management and ONT
Authentication.

TR-069

Account Management

Open Source Software Notice

ONT Authentication

Parent Topic: Advanced Configuration

Copyright © Huawei Technologies Co., Ltd.
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1.6.9.1 TR-069

1. In the navigation tree on the left, choose Advanced Configuration > System Management > TR-069. In the pane on the right, set the
parameters related to the interconnection between the ONT and the TR-069 server, as shown in Figure 1.

Figure 1 TR-069
ACS Configuration

COnthis page, you can set ACS parameters, setthe password for authentication using an S5L certificate, and impoart the

required S5L cedificate.

ACS Parameter Settings
Enable ACS Management:
Enable Periodic Informing:

Infarming Interval:
Informing Time:

ACS URL:
ACS User Name:

ACS Password:
Connection Request User
Name:

Connection Request
Passwiord:

DsCR:

Ld
Ld

43200 *[1 - 2147483647 (s}

0001-01-01T00:00:00Z yyyy-mm-ddThhimmess (for example, 2009-
12-20T12:23:34)

.........................l*

'.OO'..O...O..O...O'..O'.'*

0 10~63)

Apply Cancel

Enable Certificate Authentication and Set Private Key Password

Enable Certificate
Authentication:

Private Key Password:

Confirm Password:

Import Certificate

Certificate:

(1-32 characters. This password takes effect
after a device restart.)
(1-32 characters. This password takes effect

after a device restart.)

Apply Cancel

Browse... Import Certificate

(1 NoTE:

Configuring the interconnection between the ONT and the TR-069 requires creating a WAN interface. In addition, Service List of the WAN interface must contain the
TRO69. For details, see WAN Configuration.

2. Click Apply.

Table 1 describes the TR-069 parameters.

Table 1 TR-069 parameters

Parameter

Description

ACS Parameter Settings

Enable Periodic Informing

Indicates whether to enable the notification function.
« If the notification function is enabled, the ONT actively sends a connection request to the TR-069 server.
« If'the notification function is disabled, the ONT does not actively send a connection request to the TR-
069 server.

When the notification function is enabled, the Period Inform Interval and Period Inform Time parameters can
be set.
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devices on a network perform QoS based on the DSCP value.

Parameter Description

Informing Interval Indicates the interval for the ONT to send a connection request to the TR-069 server.

Informing Time Indicates the time for the ONT to send a connection request to the TR-069 server.

ACS URL Indicates the address of the TR-069 server to which the ONT sends a connection request.

ACS User Name Indicates the user name for the ONT to register with the TR-069 server.

ACS Password Indicates the password for the ONT to register with the TR-069 server.

Connection Request User Name Indicates the user name to be carried when the TR-069 server initiates a connection request to the ONT.
Connection Request Password Indicates the password to be carried when the TR-069 server initiates a connection request to the ONT.

DSCP Defined by RFC2474 "Definition of the Differentiated Services Field". Differentiated Services Code Point (DSCP)

uses code values for priority marking. DSCP can be customized for carriers based on service requirements so that

Enable Certificate Authentication and Set Private Key Password

Enable Certificate Authentication Enable the certificate if the ACS is connected through SSL.

Private Key Password Sets the private key password after the certificate is enabled.

Confirm Password Confirms the password and ensures that it is the same as Private Key Password.
Import Certificate

Certificate Indicates the certificate file provided by the carrier.

Parent Topic: System Management
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1.6.9.2 Account Management

1. In the navigation tree on the left, choose Advanced Configuration > System Management > Account Management. In the right pane,

change the password of the root user, as shown in Figure 1.

Figure 1 Account Management
Account Management

On this page, you can change the passwaord of the current login user,set the passwaord for authentication using an S50
cedificate for access to the OMT in HTTPS mode, and import the required S50 cedificate.

Change Password

. = 1. The password must contain at least & characters.
User Name: root 2. The password must contain atleast two of the
Mew following combinations:
digit, uppercase letter, lowercase letter
Password: ; -
. and special characters  ~ 1 @ #F% * & *({)-_ = +1|
Confirm [{11:" "<, 2 /70
Password: 3. The password cannot be any user name or user name

in reverse arder.
Apply Cancel

Enable SSL Certificate Authentication and Set Private Key Password

Enahle Certificate

Authentication:

Private Key (1-127 characters. This password takes effect after a
Password: device restart.)

(1-127 characters. This password takes effect after a

Confirm Fassword:
device restart)

Apply Cancel

Import SSL Certificate

Certificate: Browsse... Import Certificate

() NOTE:
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longer displayed in the following logins.
¢ Change the initial user name and password after logging in to the web page.

2. Click Apply.

Parent Topic: System Management
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1.6.9.3 Open Source Software Notice

In the navigation tree on the left, choose Advanced Configuration > System Management > Open Source Software Notice. In the pane on the right,
you can view the open source software notice for the product, as shown in Figure 1.

Figure 1 Open Source Software Notice

OPEN SOURCE SOFTWARE NOTICE

This document contains an open source software notice for this product. The open source
software licenses are granted by the respective right holders. And the open source licenses
prevails all other license information with regard o the respective open source software
contained in the product.

Warranty Disclaimer

THE OPEN 50URCE SOFTWARE IN THIS PRODUCT 15 DISTRIBUTED IN THE HOPE THATIT
WILL BE USEFUL, BUT WITHOUT ANY WARRANTY, WITHOUT EVEN THE IMPLIED
WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. SEE THE
APPLICABLE LICENSES FOR MORE DETAILS.

Copyright Notice and License Texts

License: GPL ¥3 License With GCC RUNTIME LIERARY EXCEPTION

G GENERAL PUBLIC LICENSE

Wersion 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <htipy/fsf.org/=

Everyone is permitted to copy and distribute verbatim copies of this license document, but
changing itis not allowed.

Preamble
The GNU General Public License s a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom
to share and change the works, By contrast, the GNU General Puhblic License is intended to
guarantee your freedom to share and change all versions of a program--to make sure it remains
free software for all its users. We, the Free Software Foundation, use the GNU General Pulblic
License for most of our software; it applies also to any other waork released this way by its authaors.
You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public
Licenses are designed to make sure that you have the freedom to distribute copies of free
software fand charge for them if you wish), that you recelve source code or can get itif you want
it, that you can change the software or use pieces of it in new free programs, and that you know
you can do these things.
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1.6.9.4 ONT Authentication

1. In the navigation tree on the left, choose Advanced Configuration > System Management > ONT Authentication. In the pane on the
right, you can view or change the authentication mode for the registration of the ONT on the OLT, as shown in Figure 1.
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Figure 1 ONT Authentication

ONT Authentication

0n this page, vou can change ORMT authentication parameters to ensure that it can be authenticated on the OLT.

Authentication LOID ® Password

Mode:

Fassword hWode: | ASCIL string ¥

Fassword: ¥ Hide(a string of 10 characters at mast)
. . .

<N 4857544300 2044EE .(‘.l.6 hex digits,or 12 characters that end with & hex
diggits)
Cancel

2. Click Apply.

m NOTE:
The user can modify the ONT SN or password by using the phone on condition that the ONT is offline. The modification is performed as follows:
Connect the phone to the POTS port on an ONT, dial "**SN**SN#" or "**password**password#" , and then restart the ONT.
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1.6.10 Maintenance Diagnose

This topic describes how to maintain the system on the Web page, including the method to restart the device, diagnose the fault and upgrade software
version.

Software Upgrade
Configuration File Management

Upstream Port Configuration

Maintenance
User Log
Firewall Log
Debug Log

Intelligent Channel Statistics

Fault Info Collect
Remote Mirror

Home Network Speedtest

Segment Speedtest

Indicator Status Management
VolP Statistics
VolIP Diagnose

Parent Topic: Advanced Configuration
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1.6.10.1 Software Upgrade

1. Click Advanced Configuration > Maintenance diagnose tab, and choose Software Upgrade. In the dialog box that is displayed, select the
target software version of the device. Click Update to upgrade the software of the device, as shown in Figure 1.

Figure 1 Software Upgrade

Software Upgrade

Onthis page, you can use the firmware upgrade function to upgrade the software of the terminal to the target version.

Firmware file: Browse... Upgrade
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2. After the upgrade is successful, a message is displayed indicating that the device needs to be reset. Click Restart. The configuration data
takes effect after the device is reset.
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1.6.10.2 Configuration File Management

Click Advanced Configuration > Maintenance diagnose tab, and choose Configuration File Management. in the navigation tree on the left. In the
pane on the right, click the button as required as shown in Figure 1.

Figure 1 Configuration File Management

Configuration File Management
0n this page, you can store, download, and update the configuration file.

Save Configurations and Reset
Download Configuration File

Update Configuration File

Configuration

Fle: Browse... Update Configuration File

¢ Click Save to save the configuration file to the flash memory. This prevents data loss due to the restart of the device.
¢ Click Save and Restart to save the configuration file and reboot the ONT.

¢ Click Download Configuration File. In the dialog box that is displayed, click Save, specify the path of saving the configuration file, and
then back up the file to the local disk.

¢ Click Browse following the Configuration File text box. In the dialog box that is displayed, select the configuration file to be uploaded.
Click Update Configuration File to upload the configuration file that is saved in the local disk. After the configuration file is successfully
uploaded, the device automatically restarts and then the new configuration takes effect.

Before uploading the configuration file, choose the configuration file with the correct type and the name of the selected configuration file must not be
the same as that of any file saved in the device. Otherwise, the configuration file fails to be uploaded.

When IE8 is used for configuration file downloading and you click the save button 10s-over later after downloading, the downloaded configuration file
is incomplete.
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1.6.10.3 Upstream Port Configuration

1. Click the Advanced Configuration > Maintenance diagnose tab, and choose Upstream Port Configuration from the navigation tree on
the left. In the right pane, set the Upstream port type, as shown in Figure 1.

Figure 1 Upstream Port Configuration
Upstream Port Configuration

Onthis page, you can configure the upstream ports. The new configuration takes effect after a device restart.

Upstream port: Optical v

Cancel

2. Click Apply.

Parent Topic: Maintenance Diagnose
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1.6.10.4 Maintenance

In the navigation tree on the left, choose Advanced Configuration > Maintenance Diagnose > Maintenance.

1. In the pane on the right, enter the target IP address or host name in Target and WAN name, and then click Start, as shown in Figure 1.

Figure 1 Ping test
Maintenance

On this page, you can use the maintenance and diagnosis function to check LAM or Internet connectivity and the basic
functions of main chips.

Mote: Hardware fault detection may not find out all hardware faults This operation is intended only for maintenance
engineers and must he perfarmed with caution. Data services are interrupted during hardware fault detection.

Ping Test

Target: *

WAN Name: v

Data Block Size: 56 (32-65500; default without
inputting: 56}

Repetitions: 4 (1-3600; default without inputting:
4)

Maximum Timeout 10 (1-4294967s; default without

Time: inputting: 10}

DSCP Value: 0 (0-63; default without inputting:
0

Stop

Traceroute Test

Target: i

WAN Name: v
38 (3B-32708; default without

Data Block Size:
inputting: 38)

Stop

o [fthe ping test is successful, The result is displayed as PASS, that is, the ONT can interwork with the device with the destination
IP address.

o If the ping test fails, The result is displayed as FAIL, that is, the ONT cannot interwork with the device with the destination IP
address.

2. In the pane on the right, click Start Hardware Fault Detection to start hardware fault detection, as shown in Figure 2.
Figure 2 Hardware fault detection

Hardware Fault Detection
Start Hardware Fault Detection
Performing hardware fault detection...Please wait.

Parent Topic: Maintenance Diagnose
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1.6.10.5 User Log

In the navigation tree on the left, choose Advanced Configuration > System Management > User Log.In the pane on the right, click Download log
File. In the dialog box that is displayed, click Save, specify the path of saving the log file, and save the file to the local disk, as shown in Figure 1
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Figure 1 User Log

User Log
Onthis page, you can configure, download, and gquery userlogs.

Enable Log Saving
Save Log:

Log Level: Drebug v

Apply Cancel

Download and View Logs

Log Type: All-Log A\

Manufacturer:Huawei Technologies Co, Ltd;
ProductClass:
SerfalNumber:
IP:192.168.100.1;
HwWer 15004
SWhiers

2016-04-19 21:01:57 [Informationall[Run-Leg] CPE Inform to ACS Success.
2016-04-19 21:02:02 [Informationall[Run-Log] CPE Inform to ACS Success.
2016-04-19 21:02:07 [Informationall[Run-Log] CPE Inform to ACS Success.
2016-04-19 21:02:12 [Informationall[Run-Log] CPE Inform to ACS Success.
2016-04-19 21:02:17 [Informational]l[Run-Log] CPE Inform to ACS Success.
2016-04-19 21:02:22 [Informational][Run-Log] CPE Inform to ACS Success.
2016-04-19 21:02:26 [Informationall[Run-Log] CPE Inform to ACS Success.
2016-04-19 21:02:31 [Informationall[Run-Log] CPE Inform to ACS Success.
2016-04-19 21:02:36 [Informationall[Run-Log] CPE Inform to ACS Success.
1T

WG A 1G I 731 MrfrrrnatimmallTlDon | and COF Thfaree b 80T Corenee

¢ Save Log is enabled by default, It can not be configured on the Web page.

* You cannot configure Log Level, which indicates the level of the saved log. The log whose level is equal to or higher than the debug-level log
is saved.

¢ Click Download Log File. In the dialog box that is displayed, click Save, specify the path for saving the log file, and save the log file to the
local disk.

NOTICE

When IE8 is used for log file downloading and you click the save button 10s-over later after downloading, the downloaded log file is incomplete.

Parent Topic: Maintenance Diagnose
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1.6.10.6 Firewall Log

Click the Advanced Configuration > Maintenance Diagnose tab, and choose Firewall Log from the navigation tree on the left. In the pane on the
right, you can viewl logs and download log files, as shown in Figure 1.
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Figure 1 Firewall Log
Firewall Log

on this page, you can configure, download, and gquery a firewall lag.

Enable Firewall

Log: {If enabled, device forwarding performance will be deteriorated)

New Delete

Log Rule Status Log Access Direction Log Rule Action

Enable Log Rule: @«

Log Access

i ) From Internet to LAN ¥
Direction:

Log Rule Action: | Accept ¥ [*

Cancel

Download and View Logs

ManufacturerHuawel Technologies Co., Ltd;
ProductClass:

SerialNumberz

[F:192.168.100.1;

HwWer: 15004

SWwher:

Click Enable Firewall Log to enable or disable the function. If enabled, device forwarding performance will be deteriorated.
Click New to configure the firewall rules.

Click Download Log File. In the dialog box that is displayed, click Save, specify the path for saving the log file, and save the log file to the local disk.

NOTICE

When [E8 is used for log file downloading and you click the save button 15s-over later after downloading, the downloaded log file is incomplete.
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1.6.10.7 Debug Log

In the navigation tree on the left, choose Advanced Configuration > Maintenance Diagnose > Debug Log. In the pane on the right, click Download
log File. In the dialog box that is displayed, click Save, specify the path of saving the log file, and save the file to the local disk, as shown in Figure 1.
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Figure 1 Debug Log

Debug Log
On this page, you can download and query debug logs.

Download and View Logs

Log Type: Debug Log ¥

ManufactureriHuawei Technologies Co,, Ltd;
ProductClass:

SerfalMumbers

IP:192.168.100.1;

Hwer1500.A:

S er:

2016-04-19 19:50:13 [DebuglDebug-Log] staticdhepclreceive Ack, wanwan 1], =id[Sd385704], mac[l
2015-04-19 19:51:14 [DebuglDebug-Log] staticdhcpclreceive Ack, wanlwan 1], =id[Sd385704], mac[i
2016-04-19 19:52:14 [Debug][Debug-Log] static[dhcpclreceive Ack, wan[wan 1], xid[3d38570a], mac[01
2016-04-19 19:53:14 [DebuglDebug-Log] staticldhepclreceive Ack, wanwan 1], =id[Sd385704], macl
2015-04-19 19:54:14 [Debugl[Debug-Log] staticldhcpclreceive Ack, wanlwan 1], =id[Sd385704], mac[i
2016-04-19 19:55:14 [Debug][Debug-Log] static:[dhcpclreceive Ack, wan[wan 1], xid[3d38570a], mac[01
2016-04-19 19:56:14 [Debugl[Debug-Log] staticldhepclreceive Ack, wanwan 1], =id[Sd385704], rmac[l
2015-04-19 19:57:14 [DebuglDebug-Log] staticldhcpclreceive Ack, wanlwan 1], =id[Sd385704], mac[i
2016-04-19 19:58:14 [Debug][Debug-Log] static[dhcpclreceive Ack, wan[wan 1], xid[3d3857 0a], mac[01

-
WG (A 10 1GEGTA TMab Al Al s | am] ckatimlAdbemTlenmnboon Bele vaamhosam 11 AATRAIRE T AT wms~T00

NOTICE

When IE8 is used for log file downloading and you click the save button 10s-over later after downloading, the downloaded log file is incomplete.
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1.6.10.8 Intelligent Channel Statistics

1. Click the Maintenance Diagnose tab and choose Intelligent Channel Statistics from the navigation tree. In the right pane, select Enable
Count to enable traffic statistics collection for intelligent channels, as shown in Figure 1.

Figure 1 Intelligent Channel Statistics

Intelligent Channel Statistics

Cnthis page, you can enable or disable statistics collection on intelliwent channel traffic and gquery statistics.

Packet - ... Source DS
Enable Packet . Inbound Protocol Destination [P SourceIF Destination ot R
i
Count Count Y Part Mo, Address/Mask Address/Mask Port Range
Count Range mar
3
() NoTE:
You can enable traffic statistics collection only when intelligent channels are configured and Intelligent Channel Enabled is selected on Application > Intelligent Channel
Configuration.
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1.6.10.9 Fault Info Collect

Click the Advanced Configuration > Maintenance Diagnose tab, and choose Fault Info Collect from the navigation tree on the left. In the right
pane, click Start to collect ONT fault information, as shown in Figure 1.
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Figure 1 Fault Info Collect

Enable Collect fault information
Onthis page, you can collect and download fault information.
Enable Collect fault information

Download

m NOTE:
After the information is collected, click Download to download the collected information to a local directory.

When IES is used for fault info collect and you click the save button 10s-over later after downloading, the downloaded fault info collect is incomplete.

Parent Topic: Maintenance Diagnose

Copyright © Huawei Technologies Co., Ltd.
Copyright © Huawei Technologies Co., Ltd.

< Previous topic Next topic >

1.6.10.10 Remote Mirror

1. In the navigation tree on the left, choose Advanced Configuration > Maintenance Diagnose > Remote Mirror, as shown in Figure 1.

Figure 1 Remote Mirror

Remote Mirror

On this page, you can use the mirror function to mirror the packets that are received and transmitted by the CPLUL Ensure
that all IGMP options are disabled for the firewall on your PC hefore you use this function.

Packet Capture by Mirroring

Status: Stop

Source [P Address: *
Destination IP Address: *
Direction: ALL v

Interface: ALL bl

Stop
Real-time Packet Capture
Type of the captured Broadband
packets:
Duraticn of packet [ (5-43200) minutes
captura:
Packet capture status:
Stop
Coredump Log
Download Log Remove Log

Packets sent to and transmitted from the CPU can be remotely Obtained for analysis based on the configuration.
o Source IP Address: indicates the IP address of the WAN port where remote mirroring is performed.

¢ Destination IP Address: indicates the IP address of the host where the result is located.
¢ Type of the captured packets: indicates the type of the captured packets that are broadband, wifi and voice .
2. click Start.

(8] NOTE:
Some third-party plug-ins, such as Google Chrome Frame, may lead to downloading failure. If such a failure occurs, disable the plug-in.

Based on your requirements, this function may involve using, obtaining, or saving some information about users' communications for the purpose of safeguarding network operation
and protecting services. Huawei alone is unable to collect or save the content of users' communications. It is suggested that you activate the interception-related functions based on
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the applicable laws and regulations in terms of purpose and scope of usage. You are obligated to take considerable measures to ensure that the content of users' communications is
fully protected when the content is being used and saved.
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1.6.10.11 Home Network Speedtest

In the navigation tree on the left, choose Advanced Configuration > Maintenance Diagnose > Home Network Speedtest. In the pane on the right,
enter the destination URL and select a WAN name from the drop-down box. Click Start to test the network speed, as shown in Figure 1.

Figure 1 Home Network Speedtest

Home Network Speedtest

0n this page, you can use the home network speed test function to check the handwidth status of the current netwark.

Destination URL:

WAN Name: 1 INTERNET_R WID_10 v
Advanced Settings

PPPoE Account:

PFPoE Password:

Mode: Download ¥
Concurrent Tasks: 1
Duration: 0 v |0indicates that the speed test duration s calculated by the end of
’ downloading at actual file size.
Stop
Test Result
Attribute Result

Parent Topic: Maintenance Diagnose

Copyright © Huawei Technologies Co., Ltd.
Copyright © Huawei Technologies Co., Ltd.

< Previous topic Next topic >

1.6.10.12 Segment Speedtest

In the navigation tree on the left, choose Advanced Configuration > Maintenance Diagnose > Segment Speedtest. In the pane on the right, select
Gateway to Internet or AP to AP. Configure other settings according to the prompt. Click Start to start testing the home network speed by segment,
as shown in Figure 1.
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Figure 1 Segment Speedtest

Segment Speedtest

0n this page, you can testthe speed of home gateways by segments, including gateways to the Internet and APs to APs.

Internet Gateway AP AP

Segment: Gateway to Internet ¥
Senver address:

Advanced settings:

Stop
Sample Value
1s 25 3s 45 35 Bs 7s Bs 9s 10s
Result
Attribute Value
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1.6.10.13 Indicator Status Management

1. Click the Advanced Configuration > Maintenance Diagnose tab, and choose Indicator Status Management from the navigation tree on
the left. In the right pane, you can set the indicator switch and disabling time segment, as shown in Figure 1.

Figure 1 Indicator status management

Indicator Status Management

Qnthis page, you can setthe indicator switch of a device, You can configure an indicator off period if you set Indicator
switch to Off. An indicator is always off if you do not specify an indicator off period.

Indicator Switch Configuration

Indicator Switch On * Off

Indicator Off Period Configuration

Newy Delete
Start time End time
Indicator Off Feriod  Start time : End time : (00:00-23:59)
Cancel
(n} NOTE:
If both Global indicator disabling time segment and C ized indicator disabling time segment are configured, Custi d indi disabling time segment

takes effect if Whether to Validate Customized Time Segments is selected for Customized indicator disabling time segment, and Global indicator disabling time
segment takes effect if Whether to Validate Customized Time Segments is not selected.

2. Click Apply.
Parent Topic: Maintenance Diagnose
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1.6.10.14 VolP Statistics

Click the Advanced Configuration > Maintenance Diagnose tab, and choose VoIP Statistics from the navigation tree on the left. In the right pane,

HedEx Startpage

query voice quality statistics information and voice service abnormality records, as shown in Figure 1.

Figure 1 VoIP Statistics
VolIP Statistics

On this page, vou can guenyvaice guality statistics information and voice serice abnormality records.

Voice Quality Statistics

POTS Port: 1v

Reset

Number Number
of Mean  Mean

of
No. Generation Time Receive Delay  litter

Sent

Packets d i) i)

Packets

Voice Service Abnormality Record

ManufacturerHuawel Technologies Co, Ltd:
ProductClass:t 2020000,

SerfalNumber:

[F:192.168.100.1;

HWer:1500 A

SWher?

Statistics

Packet
Loss  RemoteIP  Mos
Rate  Address  Value
(536

Codec

1981-01-01 06:20:38 [Motice] Profile 1.POTS 2.Line3 Registration abnormality, Error detalls: Reglstration tim

[
1981-01-01 06:26:07 [Notice] H248.Profile 1 abnormal, details
1981-01-01 06:50:07 [Notice] H248 Profilel abnormal, details
1981-01-01 07:17:58 [Notice] H248.Profilel abnormal, details
1981-01-01 00:00:34 [Notice] H248.Profile1 abnormal, details
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1.6.10.15 VoIP Diagnose

Click the Advanced Configuration > Maintenance Diagnose tab, and choose VoIP Diagnose from the navigation tree on the left. In the right pane,

s manual coldstart, code: 901, Current MGC
rmanual force shutdown, code: 905, Curren)
s manual coldstart, code: 901, Current MGC
s manual coldstart, code: 901, Current MGC

set POTS Port and click Start Test to start a voice loop line or circuit line test.

¢ Figure 1 shows the parameter settings for a loop line test.
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Figure 1 Loop test

VolIP Diagnose

On this page, you can diagnose VolP services by performing loop and circuit tests. Before performing a circuit test,
disconnect the phone from the device.

Loop Test
POTS Port: 1v

Forced Test On Busy: (]

Start Test || Obtain Result

Test Result: Normal
A-=Ground AC Voltage (V): 0
B-=Ground AC Voltage (V): 0
A->B AC Voltage (V): 0
A->Ground DC Voltage (V): 0

B-=>Ground DC Voltage (V): 0

A->B DC Voltage (V): 0
A->Ground Resistance 0
{ohm):

B->Ground Resistance 0
{ohm):

A-=B Resistance (ohm): 0
A->Ground Capacitance 0
(nF):

B->Ground Capacitance 0
(nF):

A->B Capacitance (nF): 0
(RN NOTE:

If you want to perform a loop line test during a call, select Forced Test On Busy.

o Figure 2 shows the parameter settings for a circuit line test.

Figure 2 Circuit test
Circuit Test

POTS Port: 1

Start Test || Obtain Result

Loop Current Test Result: MNormal

Feed Voltage Test Result: MNormal

Ringing Test Result: Normal
On-hook/Off-hook Test

MNormal
Result:
Loop Current (mA): 0
Feed Voltage (mV): 0
Ringing Voltage (mV): 0
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